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A B S T R A C T

In the past few decades, distributed multi-agent system (MAS) control has received growing attention due to its
numerous advantages. Nonetheless, the substantial reliance on local information exchange in distributed MAS
control has given rise to significant privacy concerns. Differential privacy (DP), a mathematically rigorous
privacy notion, has gained popularity as a means of safeguarding privacy across multiple fields, including
distributed MAS control. In this paper, we present an in-depth overview of the techniques for preserving DP in
distributed MAS control, concentrating on consensus and distributed optimization. We begin by outlining the
defining features and modeling of MASs from the control theory perspective. Then, we illustrate the motivation
for adopting differentially private mechanisms to protect the privacy of distributed MAS control and present
the fundamental principles of DP. Based on them, we investigate the cutting-edge techniques designed to
preserve DP in consensus and distributed optimization. This review sheds light on the current landscape of DP
applications in distributed MAS control and lays the groundwork for future progress in this essential field.
1. Introduction

The study of multi-agent systems (MASs) has a rich history, with
its origins rooted in the exploration of biological phenomena, such
as the flocking of birds, the schooling of fishes, and the collaborative
hunting of animal herds [1–3]. An MAS is constituted by a collection of
autonomous entities, referred to as agents, that can communicate and
collaborate over a communication topology [4]. In this way, MASs are
able to undertake intricate tasks in a distributed fashion that cannot be
effectively performed by a single agent, while simultaneously possess-
ing numerous merits such as low cost, scalability, high fault-tolerance,
and robustness [1]. Over the past few decades, the rapid advancement
of networking technology has facilitated the integration of distributed
MAS control into various applications involving autonomous vehicles,
smart grids, and machine learning [5]. Proliferated results have been
reported on the distributed control of MASs, most of which are cen-
tered on consensus control, formation control, distributed optimization,
and distributed estimation. To gain further insights into these recent
developments, one may refer to the review papers and the literature
therein [6–10].

The distributed nature of MASs offers a multitude of advantages, but
it also gives rise to significant privacy concerns. In practice, the deploy-
ment of these systems heavily relies on the exchange and aggregation of
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agents’ real-time information, which usually encompasses their privacy-
sensitive information, including political opinions, locations, and power
consumption [11–13]. Without adequate privacy-preserving mecha-
nisms and secure communication channels, the exchanged information
can be intercepted by adversaries or malicious agents for nefarious pur-
poses, such as identity theft, physical harm, or political manipulation,
leading to undesirable outcomes. In smart grid systems, for example,
smart meters are deployed to constantly collect power consumption
data at highly granular levels (minute or second) to achieve specific
controlling goals, including economic resource dispatch and fault de-
tection. However, as reported in [14], the information collected by
these meters can be exposed to adversaries. By using non-intrusive
load monitor methods, adversaries analyze these data and subsequently
disclose the privacy of the residents, including details about their daily
activities (e.g. home occupancy, sleep patterns, or cooking), health
conditions, and the existence and brands of their security appliances.
This vulnerability can lead to significant security issues. For instance,
a theft armed with this information can determine the optimal time
and location for break-ins. In smart transportation systems, traffic flow
management necessitates the acquisition of real-time vehicle locations
and movements which, however, raises privacy concerns as adversaries
can misappropriate and exploit this data to trace individuals’ precise
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locations [15]. In addition to causing hazardous consequences, these
potential privacy violations may lead to a lack of trust among the par-
ticipating agents, hindering the collaboration and cooperation among
agents, which are vital for undertaking the tasks of MASs. Therefore,
the privacy concerns arising from MASs must be adequately resolved
for their widespread adoption and successful implementation.

In response to the urgent demand for protecting the privacy of
distributed MASs, a burgeoning research trend has emerged in re-
cent years, focusing on designing privacy-aware control algorithms
for distributed MASs. Various privacy-preserving mechanisms have
been considered in this context, such as encryption, anonymization,
state decomposition, and differentially private mechanisms. Encryp-
tion is a widely embraced technique for protecting static datasets
against unauthorized access. However, when it comes to distributed
MAS control, encryption is often unfavorable. This is because the imple-
mentation of encryption mechanisms usually involves the generation,
transmission, and keeping of keys, as well as the decryption of data.
These processes are computationally complex and require a substantial
amount of resources [16]. Therefore, encryption is ill-suited for dis-
tributed MAS control environments, where real-time data are essential
for effective control and agents typically operate under constrained
computing capabilities and limited resources. As an alternative mech-
anism, anonymization provides a limited degree of privacy protection
by sacrificing total data utility. This proves to be undesirable for dis-
tributed MAS control wherein data utility is of paramount importance
in accomplishing the intended control objectives. In addition to the
aforementioned mechanisms, some works explored state decomposition
as an alternative technique. The core principle of state decomposition
is to allow only a fraction of information to be shared among agents.
Although this approach preserves privacy without compromising data
utility, it is difficult to evaluate and guarantee the strength of privacy
protection provided.

In recent years, differentially private mechanisms—central focus of
this paper—have gained significant popularity in protecting privacy for
distributed MAS control due to their rigorous privacy protection, ease
of execution, and efficiency in computing. Initially proposed by [17]
for static datasets, the concept of differential privacy (DP) distinguishes
itself from other privacy-preserving mechanisms by being grounded on
a mathematical model that delivers robust and quantifiable privacy pro-
tection levels, even in the presence of side information [18]. Moreover,
they adopt carefully crafted random noises to perturb the protected tar-
get, making their implementation easy and computationally efficient.
Owing to these merits, differentially private mechanisms have evolved
as the gold standard for ensuring privacy across various fields. They are
particularly well suited for preserving the privacy of distributed MAS
control, wherein agents are often limited to computational capabilities
and resources. A bunch of studies have been conducted on developing
distributed MAS control algorithms that integrate differentially pri-
vate mechanisms to attain desired system performance while ensuring
privacy.

In this paper, we narrow our focus on state-of-the-art differentially
private distributed MAS control, specifically in the context of consensus
and distributed optimization. These two problems allow agents to
exchange local information with neighbors and collaboratively make a
decision on a shared value based on the received information without
relying on a central aggregator, while preserving DP of MASs in terms
of initial states, updated states throughout the process, local objective
functions, or local constraints. In fact, the consensus and distributed
optimization problems are closely correlated. Consensus algorithms
provide an essential tool for agents in distributed optimization to
process local objective functions in a fully distributed manner and
ultimately reach an agreement on the optimal solution. Moreover,
the consensus problem can be formulated as a specific form of the
distributed optimization problem [19].

One remarkable feature of the algorithms devised for solving the
2

problems of consensus and distributed optimization is the adoption of
noise perturbation to guarantee DP, which typically involves Laplacian
and Gaussian noises. However, the introduction of random noises may
potentially degrade system performance and eventually prevent the
agents from reaching the desired solution. Moreover, as reported in
many works [20–24], these algorithms usually face a privacy-utility
trade-off, where increased noises usually strengthen privacy protec-
tion but also compromise convergence accuracy. Therefore, integrating
differentially private mechanisms into consensus and distributed opti-
mization is nontrivial and intricate. A critical challenge usually lies in
fine-tuning noise injection to balance privacy protection strength and
system performance. This delicate balance constitutes a core focus of
most studies in this field.

The objective of this paper is to offer an overview of the integration
of DP into consensus and distributed optimization in MASs from the
perspective of techniques. Despite being in their infancy, these prob-
lems hold significant value in the field of distributed MAS control and
are worth a summary of the existing theoretical findings. By the end of
this paper, the reader will gain an in-depth understanding of the design
and implementation of differentially private mechanisms in addressing
these challenges. In summary, the main contributions of this paper are
threefold:

• A systematic review of distributed MAS control with DP. The focused
scope of this paper is different from existing works. Despite that
some networked systems have been covered in existing surveys,
such as cyber–physical systems and power grids, this paper aims
to provide a systematic review of recently developed techniques
for integrating DP into distributed MAS control. This investiga-
tion enables the readers to gain a more up-to-date and in-depth
understanding of the latest advancements in this field.

• A comprehensive literature categorization. Specifically, the classi-
fication of the papers on DP in consensus of MASs is based
on types of consensus problems while the classification of the
papers on DP in distributed optimization is grounded on types
of optimization stepsizes. This wide-reaching taxonomy presents
a clear and structured overview of the various methodologies
employed in integrating differential privacy in distributed MAS
control.

• Some potential research directions and challenges. In addition to
examining existing research on the application of differential pri-
vacy in consensus and distributed optimization, this paper aims to
identify potential research directions and challenges in this area.
This serves as a roadmap for researchers to further investigate and
advance the state-of-the-art in this field.

The notations and abbreviations used in this paper are presented in
Tables 1–2. The remainder of this literature survey follows the structure
illustrated in Fig. 1. Specifically, Section 2 provides an overview of
distributed MAS control and DP. Specifically, it discusses the consensus
and distributed optimization in MASs and the privacy issues that arise
in this context. Sections 3 and 4 provide an analysis of differentially pri-
vate techniques that have been proposed for consensus and distributed
optimization, respectively. Finally, Section 5 provides a summary of
this survey and implications for future research.

2. Distributed multi-agent system control and differential privacy

This section provides an overview of distributed MAS control and
DP. We begin by pinpointing the remarkable characteristics of MASs
that have a substantial impact on their control performance. More-
over, we introduce the relevant research topics, specifically concerning
consensus and distributed optimization. Following this, we inspect the
existing or potential mechanisms for protecting privacy in distributed
MAS control, which fuels the motivation for adopting DP in distributed
MAS control. Lastly, we expose a synopsis of differential privacy in
the context of static datasets, including the definitions, fundamental

properties, and typical differentially private mechanisms.
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Fig. 1. Structure of this review.
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Table 1
List of Abbreviations.

Abbreviation Referred

MAS Multi-agent system
IoT Internet of things
UAV Unmanned aerial vehicles
DP Differential privacy
DPC Differentially private consensus
DO Distributed optimization
DPDO Differentially private distributed optimization
i.i.d. Independent and identically distributed
CDG Consensus-based distributed (sub)gradient
ADMM Alternating direction method of multipliers
DRA Distributed resource allocation

2.1. Distributed multi-agent system control

The advent of the Internet of Things (IoT) has profoundly re-
fashioned conventional end-to-end control systems whose components,
including the input and the output, are controlled as an integrated
entity. This shift has paved the way for the development of distributed
MAS control paradigms and their versatile applications in various
fields. In this subsection, we first discuss two essential research topics
in the field of distributed MAS control—consensus and distributed
optimization, which are the focuses of this paper. Furthermore, we
identify the key research considerations and challenges pertinent to
these two problems. Subsequently, we introduce the graph theory,
which is a vital tool in the theoretical analysis of distributed MAS
control, and the mathematical formulation of distributed MAS control.

2.1.1. Features of multi-agent systems
The implementation of distributed MAS control relies on

autonomous agents that form a cohesive multi-agent control system
and information sharing enabled by their underlying communication
topology. This sets the stage for us to characterize MASs by four salient
features that significantly impact the challenges and methodologies
in distributed MAS control, namely: agent model, information packet,
communication graph, and communication strategy.

Agent model: The model of an agent in distributed MAS control
is described by a dynamic system, which depends on the underlying
assumptions and the cooperative task to be undertaken. Typically,
3

according to the proportionality relationship between input and output, i
Table 2
List of Notations.

Symbol Definition

R Set of real numbers
R>0 Set of positive real numbers
R≥0 Set of nonnegative real numbers
Z Set of integers
Z>0 Set of positive integers
Z≥0 Set of nonnegative integers
R𝑛 Set of 𝑛-dimensional vectors
R𝑛×𝑚 Set of 𝑛 × 𝑚 real matrices
R𝑛×𝑚

≥0 Set of 𝑛 × 𝑚 nonnegative matrices
𝐼𝑛 𝑛 × 𝑛 identity matrix
1𝑛 𝑛-dimensional vector with each entry being 1
𝟎𝑚×𝑛 𝑚 × 𝑛 zero matrix
|𝑥| Absolute value of the number 𝑥
‖𝑥‖ Euclidean norm of the vector 𝑥
‖𝑥‖1 1-norm of the vector 𝑥
‖𝐴‖ Induced 2-norm of the matrix 𝐴
[𝐴]𝑖𝑗 (𝑖, 𝑗)-th entry of the matrix 𝐴
𝐴𝑇 Transpose of the matrix 𝐴
𝐴−1 Inverse of the matrix 𝐴
diag{𝐴1 ,… , 𝐴𝑛} Block diagonal matrix with 𝐴1 ,… , 𝐴𝑛 on the diagonal
𝐴 > 𝐵 𝐴 − 𝐵 is positive definite
𝐴 ≥ 𝐵 𝐴 − 𝐵 is positive semi-definite

P{} Probability of the random event 
P{1 ∣ 2} Probability of the random event 1 conditioned on the

random event 2
Lap(𝜇, 𝑏) Laplace distribution with mean value 𝜇 and variance 2𝑏2

N(𝜇, ℎ2) Normal distribution with mean value 𝜇 and variance ℎ2

F𝜈 (⋅) Cumulative function of the random variable 𝜈
E{⋅} Mathematical expectation
Var(⋅) Mathematical variance

(⋅) Range space of a function
𝑓1◦𝑓2(⋅) Composition of function: 𝑓1(𝑓2(⋅))
sgn(⋅) Sign function
∈ Belong to

these models can be classified into two categories: linear and nonlinear.
The analysis tools for these two classes of MASs are substantially
different.

Information packet: Due to practical issues such as restricted band-
idth and environmental interference, MASs often suffer from network

ongestion, latency, connection failures, communication channel fad-
ng, and attacks [25]. These communication imperfections with MASs
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could lead to information packets experiencing time delays, packet
losses, quantization, and exogenous disturbance [26,27].

Communication graph: In distributed MAS control, the communi-
ation graph among agents plays an essential role in determining the
verall performance of distributed MASs. The communication graph
an be characterized in different ways, such as being undirected or
irected and fixed or switching. In an undirected graph, the information
tream between agents is bilateral, while the information in a directed
raph may only flow in one direction. Moreover, for a static graph, the
ink between two agents remains consistent over time. Conversely, a
witching graph of an MAS permits variations of links as agents join,
epart, or relocate within the MAS.
Communication strategy: There are two ways for agents to mea-

sure and transmit information to their neighbors. The first approach
is the time-triggered strategy, in which agents constantly monitor the
environment and deliver the information to their neighbors in predeter-
mined time intervals. This communication strategy is relatively easy to
execute but resource-consuming and environmentally demanding. The
second approach is the event-triggered strategy, which is proposed to
avoid unnecessary resource consumption of communication and com-
putation in the time-triggered strategy. In this strategy, agents initiate
the detection of the environment and the subsequent transmission
of the measured information to the neighbors only when a specific
event condition regarding system dynamics is met. Although the event-
triggered strategy is resource-saving, its design and the development
of the corresponding control algorithm are complicated due to various
restrictions, such as the Zeno phenomenon [28–30].

2.1.2. Research topics
A substantial body of research has focused on developing distributed

control algorithms for MAS with remarkable features identified above.
These algorithms allow MASs to perform diverse control tasks, among
which consensus control, formation control, distributed optimization,
and distributed estimation have stood out as prominent investigation
topics [31]. In what follows, we review the problems of consensus
and distributed optimization, which are the focuses of this paper. A
close connection exists between these two problems, as the consensus
problem can be regarded as a specific instance of the distributed
optimization problem [19]. Moreover, consensus algorithms are instru-
mental in addressing the distributed optimization problem, enabling
agents to compute the optimal solution cooperatively without an ag-
gregator. Regarding other research directions, the reader may refer to
the recent survey papers for in-depth insights [32–34].

Consensus of MASs: The consensus problem is regarded as a fun-
amental research topic in the distributed control of MASs. It has
arnered considerable attention due to its versatile applications in
ultiple fields, including swarm robotics, smart grids, economics, and

ocial networks [35–39]. The objective of the consensus problem is to
esign a consensus protocol or algorithm that drives agents to agree
pon a certain value, referred to as consensus value, through local
nformation exchanged over the underlying communication topology.
he consensus value can be any quantity of interest depending on
he specific application and the goals of MASs. For instance, in co-
perative UAVs, the consensus value may present the desired altitude
o attain [40]. In economics, the consensus value may correspond to
he common confidence in a particular price [41]; whereas, in social
etworks, it could be the shared opinion on a political topic that a
roup of individuals aim to achieve [42]. The theoretical formulation
nd analysis of the consensus problem can be traced back to the work
n [4]. This groundbreaking work pioneered the use of graph theory in
he analysis of consensus performance, marking a significant shift from
imulation-based approaches to more theoretically grounded analysis.
ince then, many scholars have investigated the consensus problem by
onsidering MASs with various features identified previously, such as
ime delays [43–47], switching communication graphs [48–51], and
4
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packet losses [52,53]. These works usually involve evaluating consen-
sus models, designing consensus protocols, and analyzing consensus
performance.

Distributed optimization: Apart from the consensus problem, the
distributed optimization problem is another critical research focus of
MAS control, as it offers a framework for treating many essential tasks
in MASs. In power systems, for instance, one can optimally dispatch a
set of distributed energy resources by solving a distributed optimization
problem that minimizes the total generation cost subject to the de-
mand and the capacity constraints of generators [54]. Another example
can be found in machine learning, where distributed optimization
algorithms enable training tasks, such as regularized empirical risk min-
imization [55,56], to be carried out by multiple machines or processors
in a fully distributed manner. The aim of the distributed optimization
problem is to design a distributed algorithm such that agents update
their states in the pursuit of reaching consensus on the optimal solution
based on local information, without relying on a central aggregator.
The defining feature of distributed optimization is that each agent is
only available to its own local objective function and decision variable.
A stream of algorithms has been released for distributed optimization
from different standpoints. These algorithms can be classified based on
the features of MASs and the attributes of the distributed optimization
problem, such as the handling of constrained or unconstrained prob-
lems, the processing in discrete-time or continuous-time settings, and
the adoption of diminishing or fixed step sizes.

2.1.3. Graph theory
In MASs, the interaction relationship between agents can be mod-

eled by a graph. Since the utilization of the Laplacian matrix in the anal-
ysis of consensus performance, as presented in the seminal work [4],
graph theory has emerged as an indispensable tool for analyzing the
system performance of distributed MAS control. This subsection will re-
view some basic terminologies, notations, and basic results concerning
graph theory.

Consider a directed graph (digraph)  = ( ,  ,) with 𝑁 nodes,
where  = {1,… , 𝑁} and  ⊆  ×  are the node set and the edge
set, respectively. For all 𝑖 ∈  , node 𝑖 represents 𝑖th agent. An edge
in  is defined as an ordered pair of nodes, represented as (𝑖, 𝑗), which
ndicates that agent 𝑗 can receive information from agent 𝑖. Specifically,

graph is referred to as undirected if (𝑖, 𝑗) ∈  implies (𝑗, 𝑖) ∈  .
Node 𝑗 is an in-neighbor of node 𝑖 if (𝑗, 𝑖) ∈  , and the set of all in-
eighbors of node 𝑖 is denoted by 𝑖. Moreover,  𝑖 = {𝑖} ∪ 𝑖. In

a digraph, a directed path from node 𝑖1 to node 𝑖2 is an ordered set
of edges {(𝑖1, 𝑗1), (𝑗1, 𝑗2),… , (𝑗𝑚−1, 𝑗𝑚), (𝑗𝑚, 𝑖2)}. A digraph  is strongly
connected if there exists a directed path starting from node 𝑖 to node
𝑗 for any two distinct nodes 𝑖, 𝑗 ∈  . Similarly, an undirected graph is
connected if any two distinct nodes can be connected by an undirected
path.  refers to the weighted adjacency matrix of a graph  with
[]𝑖𝑗 > 0, if (𝑗, 𝑖) ∈  ; and []𝑖𝑗 = 0, otherwise. Thus, the weighted
djacency matrix of an undirected graph is symmetric. Moreover, the
eight matrix of a graph , denoted by 𝑊 , is row stochastic with
ach element satisfying [𝑊 ]𝑖𝑗 > 0 if (𝑖, 𝑗) ∈  . Graph  is balanced
f ∑𝑁

𝑗=1[]𝑖𝑗 =
∑𝑁
𝑗=1[]𝑗𝑖, or equivalently, if its corresponding weight

atrix 𝑊 is doubly stochastic.  = diag{𝑑1,… , 𝑑𝑁} is the in-degree
atrix of graph  with 𝑑𝑖 =

∑𝑁
𝑗=1[]𝑖𝑗 . In addition, 𝑑max = max𝑖∈{𝑑𝑖}

nd 𝑑min = min𝑖∈{𝑑𝑖} represent the maximum and the minimum in-
egree of , respectively. 𝐿 defines the Laplacian matrix of graph  with
𝐿]𝑖𝑗 = −[]𝑖𝑗 , if 𝑖 ≠ 𝑗; and [𝐿]𝑖𝑖 =

∑𝑁
𝑗=1[]𝑖𝑗 . It can be readily verified

hat 1𝑁 is the right eigenvector of 𝐿 corresponding to the eigenvalue 0.
oreover, 1𝑇𝑁 is the left eigenvector of 𝐿 with respect to the eigenvalue

𝑇
when graph  is balanced, that is, 1𝑁𝐿 = 𝐿1𝑁 = 0.
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2.1.4. Multi-agent system model
Consider an 𝑁-agent MAS in which agents communicate over a

graph  = ( , ). Let 𝑥𝑖(𝑘) ∈ R𝑛 and 𝑢𝑖(𝑘) ∈ R𝑚 be the state and
control input of agent 𝑖, respectively. Each agent receives information
from the neighbors and updates the dynamics of its state using the
collected information in either a time-triggered or event-triggered man-
ner. For simplicity, we present the system model of each agent using a
time-triggered strategy:

Discrete time:
𝑥𝑖(𝑘 + 1) = 𝑓𝑖(𝑥𝑖(𝑘), 𝑢𝑖(𝑘)), ∀𝑘 ∈ Z≥0,∀𝑖 ∈  ;
Continuous time:
𝑥̇𝑖(𝑡) = 𝑓𝑖(𝑥𝑖(𝑡), 𝑢𝑖(𝑡)), ∀𝑡 ∈ R≥0,∀𝑖 ∈  .

(1)

Here, the decision function 𝑓𝑖 and the control input 𝑢𝑖 are contingent
upon the assumptions and the specific problem to be dealt with. For
instance, in the consensus problem, one typical discrete-time system
model for an agent can be described as: For all 𝑖 ∈  and for all
𝑘 ∈ Z≥0 ∶

𝑥𝑖(𝑘 + 1) = 𝐴𝑖𝑥(𝑘) + 𝐵𝑖𝑢𝑖(𝑘),

𝑢𝑖(𝑘) = 𝐾𝑖
∑

𝑗∈
[]𝑖𝑗 (𝑥𝑗 (𝑘) − 𝑥𝑖(𝑘)), (2)

where 𝐴𝑖, 𝐵𝑖 are real-valued system matrices of agent 𝑖 with compatible
dimensions, and 𝐾𝑖 is the controller gain matrix of agent 𝑖 to be
designed.

2.2. Privacy protection in distributed multi-agent system control

The distributed architecture of MASs exposes the agents to a high
risk of privacy infringements. In the absence of adequate privacy
protection and reliable communication channels, adversaries can ef-
fortlessly spy on the communication channels and the devices used by
the agents, thereby stealing the private information of agents. Protect-
ing privacy in distributed MAS control is a challenging and ongoing
assignment that demands careful consideration of multiple factors.
This is mainly because the protection of privacy often undermines the
performance of systems, and therefore, a balance should be struck be-
tween achieving desired system performance and ensuring a sufficient
level of privacy protection. Moreover, within the context of distributed
MAS control, computational efficiency and resource-saving must be
prioritized, given that the majority of agents are relatively simple with
limited capabilities of sensing, computing, and communication.

To date, considerable efforts have been devoted to addressing the
potential privacy risks in distributed MAS control. One possible idea
for addressing this issue is to refine pre-existing privacy-preserving
mechanisms, which were initially devised for static datasets, to accom-
modate the unique features of distributed MAS control. Another viable
way is to develop a novel privacy-preserving mechanism based on a
theoretical framework covering multiple privacy settings for distributed
MAS control. Moving forward, we examine these mechanisms and
discuss their advantages and disadvantages in protecting privacy for
distributed MAS control. This drives the motivation for adopting DP in
distributed MAS control.

Anonymization mechanisms, such as 𝑘-anonymity, 𝑙-diversity, and
𝑡-closeness, have been well established and widely recognized for their
effectiveness in protecting the privacy of static datasets [57]. How-
ever, these mechanisms may be undesirable for preserving privacy
in distributed MAS control due to their significant decline in data
utility and insufficient privacy protection. To be precise, anonymization
mechanisms usually work by eliminating identifiable information with
personal data, resulting in a significant loss of important information.
This is unfavorable for distributed MAS control, where the utility
of shared information is of paramount importance for collaborative
decision-making. Furthermore, anonymization mechanisms are vulner-
able to side information under linkage attacks and can only offer
5

limited privacy protection, as evidenced by high-profile incidents, such t
as the breaches of users’ identities and movie preferences in the Netflix
prize [58], the re-identification of taxi trips from an anonymized New
York City taxi datasets [59], and the re-identification of individuals
from anonymized health records [60].

Encryption mechanisms are another solution to safeguarding pri-
vacy in static datasets, which effectively prevent unauthorized access
by rendering the data unreadable without the corresponding decryption
keys. Many scholars have endeavored to combine encryption mecha-
nisms with distributed MAS control, among which homomorphic en-
cryption has emerged as a prevalent method [61–64]. Unfortunately,
these encryption mechanisms also have their drawbacks when ap-
plied to distributed MAS control. First, the execution of an encryption
mechanism typically includes the generation, delivery, and storage of
public and private keys, which is computationally burdensome and
resource-intensive for agents with limited computational competence
or subject to real-time restrictions [65]. Second, in scenarios where
communication links between agents are broken or unreliable, such
as in mobile ad-hoc networks, key transmission can be problematic,
ultimately impeding the implementation of encryption mechanisms.

Apart from the aforementioned techniques, a group of privacy-
preserving mechanisms have been devised for distributed MAS control
to safeguard privacy, whose key idea is to hide a portion of privacy-
sensitive information that is exchanged for computing. These mecha-
nisms include but are not limited to state decomposition [66,67], node
decomposition [68], and partial information transmission [69]. Despite
their potential to attain accurate convergence, these privacy-preserving
mechanisms provide limited privacy protection: the privacy of MASs is
only ensured for specific communication topologies and the extent of
knowledge adversaries possess about the systems.

In recent years, a notable increase in literature has been witnessed
using noise perturbation strategies for privacy preservation in dis-
tributed MAS control. In this regard, various privacy notions have been
proposed to evaluate the privacy strength of the proposed mechanisms
from diverse standpoints, such as observability [70], maximum like-
lihood estimation [71], indistinguishability [72], and the difference
between the estimated data and the original data [73]. Among these
privacy notions, DP has stood out since it offers a strong privacy protec-
tion strength while guaranteeing satisfactory control performance. The
notion of DP was initially proposed in [17] for static datasets. It em-
ploys a statistical model to rigorously formulate the privacy guarantee
strength. The fundamental idea of differentially private mechanisms is
to inject calibrated noises into a dataset such that the processed dataset
does not change significantly with slight variations in the original one.
In this way, the confidentiality of the processed dataset cannot be
compromised even in the worst case where adversaries are accessible
to the processed dataset and any side information. The superiorities of
differentially private mechanisms over other mechanisms include solid
mathematical evaluation of the privacy protection strength, immunity
to side information, and lightweight computational overhead, which
make them especially attractive to privacy-preserving MAS control. A
detailed comparison of the aforementioned privacy-preserving tech-
niques is presented in Table 3, in which the advantages, disadvantages,
and applicability in distributed MAS control are thoroughly discussed.

2.3. Foundations of differential privacy

The notion of DP was initially introduced by [17] to protect against
privacy breaches of static datasets. In the DP setting, adversaries are
unable to distinguish the outputs of two adjacent datasets with great
confidence, irrespective of any side information [17]. Therefore, dif-
ferentially private mechanisms guarantee the non-identifiability of an
individual within the protected dataset. Numerous variants of DP have
been proposed to meet different privacy protection requirements, in-
cluding Rényi DP [74] and concentrated DP [75]. In this subsection,
we specialize our focus on the basic concept of DP, which was initially
proposed by [17]. We begin by introducing the formal definitions of
𝜖-DP and (𝜖, 𝛿)-DP, along with their fundamental properties. Subse-
uently, we present randomized mechanisms that are typically applied

o preserve DP of static datasets with numerical query results.
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Table 3
Comparison of privacy techniques for distributed multi-agent systems control.
Privacy Technique Description Advantages Disadvantages Applicability in

Distributed MAS Control
Anonymization Remove personally iden-

tifiable information from
data

Easy to implement; reduce
disclosure risks

Lack data utility; provide
weak privacy guarantees
(e.g., vulnerable to
re-identification attacks)

Inapplicable as data utility
is essential for distributed
MAS control

Encryption Generate and assign pub-
lic and private keys to
transmitted data

Preserve original data; re-
strict unauthorized access

Computationally
demanding; do not protect
against all privacy threats
(e.g., metadata analysis)

Well performed only when
agents have sufficient com-
putational ability

Partial Information Con-
cealing

Share only a portion of pri-
vate data while keeping the
rest secret

Preserve data utility; reduce
disclosure risks

Provide limited privacy
guarantees; effectiveness
depends on communication
topology and adversaries’
knowledge

Applicable for MASs with-
out strong privacy require-
ments; requires careful con-
trol algorithm design

Noise Injection
Mechanism

Inject calibrated random
noise into data

Less restrictive in imple-
mentation than differential
privacy; reduce disclosure
risks

Reduce data utility; pro-
vides weaker privacy guar-
antees than DP; require
careful parameter tuning

Applicable when differen-
tial privacy is too restric-
tive or complex; encounter
utility-privacy trade-off

Differential privacy Inject calibrated random
noise into data

Offer rigorous and quan-
tifiable privacy guarantees;
prevent individual records
from being identified

Reduce data utility; require
careful parameter tuning

Promising for sharing
aggregate data without
revealing individual
data points; encounter
utility-privacy trade-off
2.3.1. Definitions and basic properties
The core idea of DP is to ensure the indistinguishability of the

outputs produced for two adjacent datasets. As such, it is vital to
properly define the adjacency relationship, which characterizes how
close two datasets are in terms of their contents, for attaining DP.
This relationship can be defined over various distance metrics, such as
Hamming distance, Manhattan distance, Euclidean distance, Chebyshev
distance, and Minkowski distance, depending on the strength of the
required privacy protection and the specific content of the dataset being
safeguarded [17,76–78].

Prior to introducing the definition of adjacency between two
datasets grounded on the Hamming distance, let us first comprehend
the underlying implication of this distance metric. The Hamming dis-
tance evaluates the dissimilarity between two datasets of equal length
by enumerating the number of positions at which the corresponding
data differs. With this in mind, we formally introduce the definition
of the adjacency relationship between two static datasets, which is
originally proposed by [17] based on Hamming distance.

Definition 1 (Adjacency [17]). Two datasets 𝑎 = {𝑠𝑎1,… , 𝑠𝑎𝑁} and
𝑏 = {𝑠𝑏1,… , 𝑠𝑏𝑁} are adjacent, denoted by Adj(𝑎,𝑏), if the Hamming

distance between them is no greater than 1. In other words, these
adjacent datasets differ in at most one element.

With the definition of adjacent datasets, we are now ready to
introduce the concept of DP.

Definition 2 (Differential Privacy [17]). Let 𝐇 be a collection of ran-
domized mechanisms that regard a dataset as an input and produce an
output. For prescribed 𝜖 ∈ R>0 and 𝛿 ∈ [0, 1), a randomized mechanism
 ∈ 𝐇 is said to preserve (𝜖, 𝛿)-DP, if for any pair of adjacent datasets
1 and 2 and for any  ⊆  () the following inequality holds:

P
{

(2) ∈ 
}

≤ 𝑒𝜖P
{

(1) ∈ 
}

+ 𝛿, (3)

where the probability is taken over the coin flips of the randomized
mechanism . When 𝛿 = 0,  is said to be 𝜖-differentially private.

In essence, DP ensures the outputs of two neighboring datasets ex-
hibit similar behaviors. In this regard, when the adjacency relationship
is depicted in Definition 1, adversaries cannot ascertain the presence
or absence of an individual in the private database. This similarity
is rigorously quantified through a probabilistic model with a pair of
parameters (𝜖, 𝛿), known as the privacy budget. Given a sample 𝜉
6

rawn from (1), let the corresponding privacy loss, represented as
L(1)∣(2)(𝜉) = log
(

P{(1) = 𝜉}
)

−log
(

P{(2) = 𝜉}
)

, be the ratio of
observing 𝜉 in both neighboring datasets. Then, (𝜖, 𝛿)-DP states that the
absolute value of the privacy loss is constrained by 𝜖 with a confidence
level of no less than 1−𝛿, for any pair of adjacent datasets [17]. As the
absolute value of the privacy loss approaches zero, the outputs of the
two neighboring datasets are more alike. Therefore, smaller values of 𝜖
and 𝛿 yield stronger privacy guarantees, making 𝜖-DP a more rigorous
privacy notion than (𝜖, 𝛿)-DP.

Following the definition of DP, we encapsulate its essential features:
immunity to post-processing and composition.

Post-processing: One noteworthy property of DP is its post-
processing immunity. Specifically, for a (𝜖, 𝛿)-differentially private
mechanism  and any function ℧, the composition ℧◦ is also (𝜖, 𝛿)-
differentially private [17]. In other words, adversaries cannot reduce
the privacy of the output produced by a differentially private mecha-
nism through any subsequent computations on it if they have no extra
knowledge about the private dataset.

Composition: Composition is another important feature of DP,
which enables a conservative calculation of the privacy budget for
performing multiple differentially private mechanisms on the same
dataset. By leveraging this property, it is possible to ascertain whether
a composite mechanism adheres to the DP budget and to allocate the
overall privacy budget to each mechanism effectively. The composition
property of DP can be characterized as sequential and parallel. Sequen-
tial composition works for a composition mechanism that results from
the sequential execution of multiple differentially private mechanisms
on the same dataset [79]. In this regard, the overall privacy budget
is the cumulative sum of individual mechanisms’ privacy budgets.
Conversely, parallel composition considers a scenario where multiple
differentially private mechanisms are applied to disjoint subsets of
the same dataset. In this case, the overall privacy budget is the most
prominent privacy budget among the individual differentially private
mechanisms [79].

2.3.2. Typical mechanisms
When designing a differentially private mechanism, two fundamen-

tal issues should be addressed: (1) how to select suitable random noises
that are effective in obscuring private data while still allowing for
meaningful analysis; (2) how to determine the optimal magnitude of
these random noises that balance the privacy budget and data utility.
The mainstream way to preserve DP is the noise-adding mechanism,
in which calibrated noises are added to the protected dataset. In this

subsection, we exhibit two widely-used noise-adding mechanisms for
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Fig. 2. Diagram of a noise-adding mechanism for preserving DP.

preserving DP of static datasets in the context of numerical query
results: Laplace mechanism and Gaussian mechanism.

Noise-Adding Mechanism

() = 𝑞() + 𝜂, (4)

where 𝜂 ∈ R𝑁 is the additive random noise to be designed.

Assume 𝑞() be a query function of a dataset  that generates real-
valued results: 𝑞 ∶  → R𝑁 . Then, the noise-adding mechanism  can
be formalized as presented above.

An illustrative diagram of the noise-adding mechanism  is pre-
sented in Fig. 2.

In DP, the sensitivity of the query function 𝑞, denoted as ∆(𝑞), is to
capture the worst-case scenario in terms of how much the outputs of the
query function can differ for two adjacent datasets. Mathematically, it
can be defined as ∆(𝑞) = maxAdj(𝑎 ,𝑏) ‖𝑞(𝑎) − 𝑞(𝑏)‖, where the vector
norm typically involves 𝐿1-norm, 𝐿2-norm, and maximum norm [78].
For a prescribed privacy budget, the magnitude of the additive noises in
(4) usually depends on the sensitivity of the query function. Essentially,
to maintain a desired level of privacy protection, the amount of re-
quired additive noises increases as the sensitivity of the query function
rises, leading to reduced data utility.

Laplace mechanism: Laplace mechanism was primarily developed
in [18] to preserve 𝜖-DP of static datasets with numerical query func-
tions. In Laplace mechanism, random noises drawn from Laplace dis-
tribution are added to every coordinate of the query function. Given
a prescribed privacy budget, the magnitude of Laplacian noises in
Laplace mechanism is determined by the sensitivity of the query func-
tion. Specifically, as demonstrated in [18], Laplace mechanism is 𝜖-
differentially private if 𝜂 ∼ Lap

(

0, ∆(𝑞)
𝜖

)

, where the sensitivity ∆(𝑞)
is defined using 𝐿1-norm.

Gaussian mechanism: Gaussian mechanism is another noise-
adding mechanism, which employs Gaussian noises instead of Lapla-
cian noises to offer (𝜖, 𝛿)-DP guarantee for the query functions with
numerical outputs. Although Gaussian mechanism ensures a slightly
weaker privacy guarantee than Laplace mechanism, it is favored over
Laplace mechanism in certain applications, such as in linear dynamic
systems. This preference arises from the fact that Gaussian mechanism
often streamlines its performance analysis, as a Gaussian random vector
remains Gaussian upon linear transformation [74]. In particular, for
𝜖 ∈ (0, 1) and 𝛿 ∈ R>0, Gaussian mechanism is (𝜖, 𝛿)-differentially

private if 𝜂 ∼ N

(

0,
2∆2(𝑞) log

(

1.25
𝛿

)

𝜖2

)

, where the sensitivity ∆(𝑞) is

defined using 𝐿 -norm [17].
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In addition to the aforementioned mechanisms, some other noise-
adding mechanisms have been well established, such as Staircase mech-
anism and Uniform mechanism. Further information can be found in
the related works [80,81].

3. Differential privacy in consensus of multi-agent systems

Research has been carried out on integrating various privacy-
preserving mechanisms into consensus algorithms to achieve the de-
sired consensus while preserving DP of agents’ sensitive information. A
common feature shared by most of these mechanisms is the perturba-
tion of transmitted information using additive random noises, such as
Laplacian noises and Gaussian noises. However, the randomness intro-
duced by the injected random noises potentially impairs the consensus
performance, such as the convergence accuracy and convergence speed.
Consequently, a fundamental technical difficulty and persistent motif
in these investigations are finding a way to effectively mitigate the
impact of random noises on the consensus performance while striking
a balance between the consensus performance and the preservation of
DP. In this section, we review the existing research on differentially
private consensus (DPC) problems, outlining it for different consensus
objectives involving average consensus, resilient consensus, second-
order consensus, and bipartite consensus. A summary of the works on
DPC is shown in Table 4.

3.1. Problem formulation

In this subsection, prior to systematically reviewing the theoretical
results pertaining to the DPC problem, we offer an overview of vari-
ous consensus concepts in the context of stochastic agents’ dynamics.
Additionally, we introduce the fundamental principles of DP, as they
are frequently encountered in the relevant literature. Following this,
we present the DPC problem.

Existing DPC problems of MASs are treated in the discrete-time
framework. This is primarily attributed to the fact that the discrete-
time stochastic process offers a more straightforward and amenable
framework for implementing consensus algorithms and analyzing the
performance of DP, especially when compared with the continuous-
time scenario. As a starting point, consider a general form of discrete-
time MASs composed of 𝑁 agents communicating on a graph  = ( , ).
For each agent 𝑖 ∈  , the state dynamics at each update 𝑘 ∈ Z≥0
is represented as 𝑥𝑖(𝑘) ∈ R𝑛. For the DP preservation of the agents,
the state information is perturbed by a randomized mechanism  ∶
R𝑛 → () with carefully designed random noises 𝜃𝑖(𝑘) ∈ R𝑛 before
transmitting it to neighboring agents:

̂ 𝑖(𝑘) = (𝑥𝑖(𝑘)), ∀𝑖 ∈  ,∀𝑘 ∈ Z≥0. (5)

At each update 𝑘 ∈ Z≥0, agent 𝑖 ∈  receives the state information
from its neighbors (as well as the reference input) and updates its state
dynamics as follows [82,83]:

𝑥𝑖(𝑘 + 1) = 𝑓𝑖
(

𝑥̂𝑖(𝑘), 𝑢𝑖(𝑘), 𝜃𝑖(𝑘), 𝛥𝐫𝑖(𝑘)
)

. (6)

Here, the function 𝑓𝑖 describes the updating law for agent 𝑖; 𝑢𝑖(𝑘) is the
control input of agent 𝑖 to be designed, which can be determined by its
current blurred state information and the state information received
from its neighbors {𝑥̂𝑗 (𝑘)}𝑗∈ 𝑖 ; 𝛥𝐫𝑖(𝑘) denotes the input of reference
signal regarding agent 𝑖.

Taking into consideration the randomness of 𝑥𝑖(𝑘) arising from
the random noises 𝜃𝑖(𝑘), we put forth the following definitions to
characterize stochastic convergence behaviors. With these definitions
in hand, we then present various types of stochastic consensus for MAS
(6), which will be later reviewed in this section.

Definition 3 (Stochastic Convergence [84]). Consider a sequence of
random variables {𝑋(𝑘)}𝑘∈Z≥0

and a random variable 𝑋 defined on
a common probability space. Then, the convergence of the random
sequence {𝑋(𝑘)} to 𝑋 can be characterized as follows:
𝑘∈Z≥0
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1. Convergence in distribution: {𝑋(𝑘)}𝑘∈Z≥0
converges to 𝑋 in dis-

tribution, if lim𝑘→+∞ F𝑋(𝑘)(𝑥) = F𝑋 (𝑥) for 𝑥 at which F𝑋 (𝑥) is
continuous;

2. Convergence in probability: {𝑋(𝑘)}𝑘∈Z≥0
converges to 𝑋 in prob-

ability, if lim𝑘→+∞ P{‖𝑋(𝑘) −𝑋‖ > 𝜀} = 0, ∀𝜀 > 0;
3. Convergence in mean square: {𝑋(𝑘)}𝑘∈Z≥0

converges to 𝑋 in
mean square, if lim𝑘→+∞ E[‖𝑋(𝑘) −𝑋‖

2] = 0;
4. Convergence almost surely: {𝑋(𝑘)}𝑘∈Z≥0

converges to 𝑋 almost
surely, if P{lim𝑘→+∞𝑋(𝑘) = 𝑋} = 1.

Among these four classes of stochastic convergence, convergence in
mean square and convergence almost surely are particularly relevant
to the analysis of stability and system performance, and robust control
design for dynamic systems. These two convergence notions both entail
convergence in probability, which, in turn, implies convergence in
distribution. We proceed to present the concepts of consensus examined
in this paper, in which the convergence behaviors refer to stochastic
convergence defined previously [85].

Definition 4 (Consensus of Stochastic MASs). Consider an MAS with
stochastic dynamics as given in (6).

1. Static average consensus [20]: Let 𝑥̄0 =
∑

𝑖∈ 𝑥𝑖(0)
𝑁 be the averaged

initial state. Then, for a prescribed pair of nonnegative values
(𝛼, 𝛾), MAS (6) is said to reach static average consensus with
(𝛼, 𝛾)-accuracy if there exists a random vector 𝑥∞ ∈ R𝑛 such that
the following conditions are met:

• E[‖𝑥∞‖] < +∞;
• 𝑥𝑖(𝑘) converges to 𝑥∞ as 𝑘 → +∞, ∀𝑖 ∈  ;
• P

{

‖𝑥∞ − 𝑥̄0‖ ≤ 𝛼
}

≥ 1 − 𝛾.

In addition, when E[𝑥∞] = 𝑥̄0, we call MAS (6) achieves unbiased
static average consensus.

2. Dynamic average consensus [86]: MAS (6) is said to achieve
dynamic average consensus if for all 𝑖 ∈  𝑥𝑖(𝑘) converges to
𝐫̄(𝑘) as 𝑘 → +∞, where 𝐫𝑖(𝑘) ∈ R𝑛 is agent 𝑖’s reference signal and
𝐫̄(𝑘) =

∑

𝑖∈ 𝐫𝑖(𝑘)
𝑁 ∈ R𝑛 represents the averaged reference signal.

3. Resilient consensus [83]: Let  be the set of faulty agents. Then
MAS (6) is said to achieve resilient consensus if the following
conditions are satisfied:

• min𝑗∈∖ E[𝑥𝑗 (𝑘)] ≤ E[𝑥𝑖(𝑘)] ≤ max𝑗∈∖ E[𝑥𝑗 (𝑘)], ∀𝑘 ∈ Z≥0
and ∀𝑖 ∈ ∖ ;

• ‖𝑥𝑖(𝑘) − 𝑥𝑗 (𝑘)‖ converges to 0 as 𝑘 → +∞, ∀𝑖 ≠ 𝑗 and
𝑖, 𝑗 ∈ ∖ .

4. Bipartite consensus [87]: If there exists a random vector 𝑥∞ ∈ R𝑛
such that E[‖𝑥∞‖] < +∞ and 𝑥𝑖(𝑘) converges to 𝜓𝑥∞ as 𝑘→ +∞,
where 𝜓 ∈ {−1,+1}.

Although convergence behaviors of the agents in Definition 4 can be
any type of stochastic convergence outlined in Definition 3, the focus
of the literature on consensus of stochastic MASs is mainly placed on
almost sure convergence and mean-square convergence.

In what follows, we present the definitions of DP that have been
extensively considered in the context of consensus of MASs, as refer-
enced in [20,22,82]. The main objective of these definitions is to make
sure that adversaries who are accessible to all the information shared in
communication channels cannot identify any information about initial
states. To begin with, we stack the state dynamics of each agent into a
vector, constructed as 𝑥(𝑘) = (𝑥𝑇1 (𝑘),… , 𝑥𝑇𝑁 (𝑘))𝑇 ∈ R𝑁𝑛. Notice that,
in a differentially private problem, the communication channels are
commonly assumed to be vulnerable to adversaries. Given this scenario,
for a fixed 𝑇 ∈ Z≥0, we denote the potential information set available to
adversaries over time horizon 𝑇 given the initial state 𝑥(0) by 𝑥(0)(𝑇 ) =
{(𝑥(𝑘))}𝑇−1𝑘=0 . DP is formulated on the basis of the adjacency concept,
which describes the closeness between two datasets that require privacy
8

protection. In this regard, we present the definition of adjacent initial
states.

Definition 5 (𝜎-Adjacency). Given a prescribed nonnegative constant
𝜎 ∈ R≥0, two initial states 𝑥𝑎(0) and 𝑥𝑏(0) in MAS (6) are said to be
𝜎-adjacent if there exists some 𝑖0 ∈  such that ‖𝑥𝑎𝑖0 (0) − 𝑥𝑏𝑖0 (0)‖1 ≤ 𝜎
and 𝑥𝑎𝑖(0) = 𝑥𝑏𝑖(0), ∀𝑖 ∈ ∖{𝑖0}.

Definition 6 (Differential Privacy Over Time Horizon 𝑇 ). Consider a
time horizon 𝑇 ∈ Z≥0 and a pair of parameters 𝜖 ∈ R>0 and 𝛿 ∈
[0, 1). A randomized mechanism  is said to preserve (𝜖, 𝛿)-DP over
time horizon 𝑇 for MAS (6) if for any two 𝜎-adjacent initial states
𝑥𝑎(0), 𝑥𝑏(0) ∈ R𝑁𝑛 in MAS (6) and any set 𝑇 ⊆ R𝑁𝑛×𝑇 , the following
inequality holds:

P
{

𝑥𝑎(0)(𝑇 ) ∈ 𝑇
}

≤ 𝑒𝜖𝜎P
{

𝑥𝑏(0)(𝑇 ) ∈ 𝑇
}

+ 𝛿. (7)

When 𝛿 = 0,  is said to preserve 𝜖-DP over time horizon 𝑇 , a more
trict form of DP. Furthermore, if the inequality (7) holds for 𝑇 → +∞,

the mechanism  is said to preserve DP for MAS (6) over an infinite
time horizon.

We now formalize the DPC problem as follows:

DPC Problem

Develop a consensus algorithm integrated with a randomized
mechanism that enables agents to reach the desired con-
sensus performance while ensuring DP of agents’ sensitive
information.

3.2. Differentially private average consensus

In this subsection, we review the existing literature regarding the
differentially private average consensus (DPAC) problem depending on
the consensus targets: static average consensus and dynamic average
consensus. The aim of static average consensus is to achieve consen-
sus on the average of time-invariant initial states, whereas dynamic
average consensus seeks to track the average of time-varying reference
signals. This distinction between these two categories underscores the
difference in the DP protection targets, highlighting the diversity of
approaches and objectives within the DPAC problem field.

3.2.1. Algorithms for static average consensus
The differentially private static average consensus (DPSAC) problem

involves devising a distributed consensus algorithm incorporating a
randomized mechanism, enabling agents to reach an agreement on the
average of the initial states while preserving DP of each agent’s initial
state.

∙ Differentially private static average consensus of first-order multi-agent
ystems: The work in [20] initially considered the concept of DP in the
verage consensus algorithm design by perturbing the shared state in-
ormation with exponentially time-decaying additive Laplacian noises.
hey investigated a relatively simple scenario involving discrete-time
ASs with first-order scalar agents interacting on undirected and con-

ected communication graphs, with or without central servers. The
roposed algorithm successfully attains mean-square consensus mean-
hile safeguarding DP of the initial states over an infinite time horizon.

t is noteworthy that the expected consensus value may deviate from
he average initial state and could be influenced by the communication
raphs. This issue was further examined by the authors of [82], which
stablished the impossibility of achieving the exact average consensus
nd ensuring DP simultaneously through rigorous proof. As a result,
hey developed a novel DPSAC algorithm that relaxes the exact con-
ergence requirement to the almost-sure convergence on an unbiased
stimate of the averaged initial state. Specifically, for discrete-time
ASs with 𝑁 first-order scalar agents, at each update 𝑘 ∈ Z , each
≥0
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agent 𝑖 ∈  obscures the state information by additive random noise
𝜃𝑖(𝑘) ∈ R:

̂ 𝑖(𝑘) = (𝑥𝑖(𝑘)) = 𝑥𝑖(𝑘) + 𝜃𝑖(𝑘), (8)

and computes the dynamics according to the following equations [82]:

𝑥𝑖(𝑘 + 1) = 𝑥𝑖(𝑘) + 𝑢𝑖(𝑘) + 𝑠𝑖𝜃𝑖(𝑘),

𝑢𝑖(𝑘) = 𝑔
∑

𝑗∈𝑖

[]𝑖𝑗 (𝑥̂𝑗 (𝑘) − 𝑥̂𝑖(𝑘)), (9)

where 𝑠𝑖 ∈ (0, 2) is the design parameter independently chosen by agent
𝑖, which enables agents to autonomously select their preferred privacy
strength; 𝑔 ∈ (0, 1

𝑑max
) is the fixed step size to be designed.

For the DPSAC algorithm (8)–(9) on undirected and connected
graphs, the authors of [82] showed that both almost-sure convergence
on an unbiased estimate of the averaged initial state and 𝜖-DP of the
initial states over an infinite time horizon can be maintained if the
injected random noise of each agent is independently drawn from
Laplace distribution with time-vanishing variance, that is Lap(0, 𝑐𝑖𝑞𝑘𝑖 ),
with 𝑐𝑖 ∈ R>0, 𝑞𝑖 ∈ (|𝑠1 − 1|, 1), 𝑠𝑖 ∈ (0, 2). Building on this condition,
they computed the privacy budget 𝜖 and the convergence accuracy.
They also provided the optimal noise design for a given privacy budget,
exhibiting a trade-off between these factors: the consensus accuracy
is inversely proportional to the protection strength of DP. As such,
increasing the desired protection strength of DP leads to a decrease
in algorithm accuracy. Their findings identified the trade-off as stem-
ming from the term 𝑠𝑖𝜃𝑖(𝑘), which is essential for achieving DP but
concurrently presents a challenge in attaining accurate static average
consensus. This work was further refined by [22], in which the con-
vergence rate is characterized as determined by the diminishing rate
of injected noises and the spectral radius of the underlying Lapla-
cian matrix. Along the research framework established [20,22,82],
a plethora of studies have been conducted, advancing the proposed
DPSAC algorithms in various directions to address more complex and
realistic scenarios [81,88–95]. One research direction has focused on
enhancing the efficiency of the DPSAC algorithms developed in [20,22,
82]. The studies in [90,95] integrated an event-triggered mechanism
into the DPSAC algorithm proposed in [82] to boost its computing
efficiency. However, the assumption of perfect information transmis-
sion, as made in the aforementioned literature, is not applicable to a
scenario where information is transmitted through digital signals. To
tackle this limitation, the authors of [91] adopted a uniform quantized
communication strategy in the DPAC algorithm (9), introducing an
additional parameter—an exponentially decaying dynamic factor—to
counteract the impact of quantization errors on the average consensus
performance. Note that the quantization strategy in [91] is practically
restrictive since the introduction of an additional parameter heavily
relies on the communication topology and the noise decaying rate. The
authors of [88] improved the method of [91] by developing a logarith-
mic dynamic encoding–decoding (LogDynED) quantization strategy,
eliminating the need for an additional parameter and subsequently
mitigating the impact of quantization errors on the average consensus
performance.

In addition to considering a limited set of time-decaying additive
random noises with zero mean, such as Laplacian and Gaussian noises,
in the DPSAC algorithms, the studies in [81,94] have delved into the
statistical analysis of various random noises that preserve DP of the
initial states. To be clear, in [81], a DPSAC algorithm was proposed
for first-order scalar MASs on connected and undirected graphs, in
which general additive scalar random noises with zero mean and
exponentially decaying variance were considered in the randomized
mechanism. From the distribution perspective, the statistics of additive
scalar random noises were characterized for preserving 𝜖-DP and (𝜖, 𝛿)-
DP of agents’ initial states, respectively. This result was applied to
the general scalar random noise design for the proposed DPSAC algo-
rithm. Following it, the case of general digraphs whose weight matrices
9

d

are not necessarily balanced was investigated in [94], where a push-
sum algorithm was introduced to overcome the unbalance of weight
matrices.

Recently, the authors of [96] covered the DPSAC problem for first-
order scalar MASs with positive agents on balanced and strongly con-
nected digraphs. Observe that the random noises commonly adopted
in the DPSAC algorithms are additive and require a zero mean for
achieving average consensus. These random noises, however, may in-
advertently impair the positivity of agents’ dynamics, making them
infeasible for the case where agents’ dynamics is strictly restricted to
the nonnegative region. In response to this issue, the authors of [96]
integrated independent and identically distributed (i.i.d.) multiplicative
nonnegative Gaussian noises into the shared state information. Unlike
most available approaches, the variance of the random noises consid-
ered in [96] is constant and bounded, avoiding direct disclosure of
agents’ trajectories. The proposed algorithm achieves mean-square av-
erage consensus with a deduced convergence accuracy while preserving
(𝜖, 𝛿)-DP of agents.

∙ Differentially private static average consensus of general linear multi-
agent systems: Apart from first-order MASs, some works have been
conducted for general linear MASs [92,97]. The work in [97] con-
sidered a continuous-time MAS with 𝑁 heterogeneous general linear
agents on balanced and strongly connected digraphs. For each agent 𝑖 ∈  ,
let 𝑦𝑖(𝑡) ∈ R𝑝𝑖 be the measurement output of agent 𝑖 at time 𝑡 and 𝜙𝑖(𝑡) ∈
R𝑝𝑖 be the corresponding reference state with the initial condition
𝜙𝑖(0) = 𝑦𝑖(0). The agents share the reference state information with the
neighbors and update their dynamics according to the following output
regulation form of linear continuous-time systems [97]: ∀𝑡 ∈ R≥0,∀𝑖 ∈

,

𝑥̇𝑖(𝑡) = 𝐴𝑖𝑥𝑖(𝑡) + 𝐵𝑖𝑢𝑖(𝑡),

𝑦𝑖(𝑡) = 𝐶𝑖𝑥𝑖(𝑡),
(10)

here 𝐴𝑖, 𝐵𝑖, 𝐶𝑖 are real-valued matrices with compatible dimensions.
o ensure 𝜖-DP of reference states and maintain the randomness of
he shared reference state information in MAS (10) over time, the
uthors of [97] devised a discrete-time communication scheme that
ncorporates a randomized mechanism  for processing the reference
tates before transmitting them to the neighbors. In this scheme, at each
iscrete-time update 𝑡−𝑘 , ∀𝑘 ∈ Z≥0, the reference state of agent 𝑖 ∈  is
orrupted with random noise 𝜃𝑖(𝑡−𝑘 ), resulting in a modified reference
tate:

̂𝑖(𝑡−𝑘 ) = (𝜙𝑖(𝑡−𝑘 )) = 𝜙𝑖(𝑡−𝑘 ) + 𝜃𝑖(𝑡
−
𝑘 ). (11)

ere, different from most of the available approaches that use ex-
onentially decaying noises, additive random noises with invariant
ovariance were adopted in [97] to maintain the randomness of ref-
rence states. To reach output average consensus, the authors of [97]
eveloped a distributed hybrid dynamic feedback controller:

𝑢𝑖(𝑡) = 𝐾1𝑖𝑥𝑖(𝑡) +𝐾2𝑖𝜙𝑖(𝑡), ∀𝑡 ∈ R≥0;

𝜙̇𝑖(𝑡) = 0, ∀𝑡 ∈ (𝑡𝑘, 𝑡𝑘+1),∀𝑘 ∈ Z>0;

𝑖(𝑡𝑘) = 𝜙𝑖(𝑡−𝑘 ) + 𝑔(𝑘 − 1)
∑

𝑗∈𝑖

(𝜙̂𝑗 (𝑡−𝑘 ) − 𝜙𝑖(𝑡
−
𝑘 )), ∀𝑘 ∈ Z>0,

(12)

here 𝐾1𝑖, 𝐾2𝑖 are the controller gain matrices to be designed based on
he stochastic approximation method; 𝑔(𝑘) ∈ R>0 is the time-varying
ontroller parameter to be designed.

As demonstrated in [97], MAS (10) on balanced and strongly con-
ected digraphs with the randomized mechanism (11) and the dis-
ributed hybrid controller (12) reaches mean-square output consensus
n an unbiased estimate of the averaged initial state while preserving
-DP over a finite time horizon. This was accomplished by appropri-
tely designing {𝜃𝑖(𝑡−𝑘 )}𝑘∈Z≥0 ,𝑖∈ , {𝐾1𝑖}𝑖∈ , {𝐾2𝑖}𝑖∈ , and {𝑔(𝑘)}𝑘∈Z≥0

,
y virtue of the stochastic approximation method. Here, the positive
equence 𝑔(𝑘) is non-summable but square summable. In this context,
urthermore, the design criteria were provided in [97] for the time-
ecaying step size 𝑔(𝑘) to attain a prescribed consensus accuracy and to
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ensure a desired 𝜖-DP over an infinite time horizon, respectively. These
criteria involve designing 𝑔(𝑘) in a specific form and selecting appro-
priate constants to meet the desired performance and privacy budget,
which reveals a trade-off analogous to the scalar case investigated
in [22,82].

In addition, the discrete-time case has been addressed in [92] for
the DPSAC problem of general linear heterogeneous MASs on balanced
and strongly connected digraphs. For all 𝑖 ∈  and for all 𝑘 ∈ Z≥0, the
following equations hold:

𝑥𝑖(𝑘 + 1) = 𝐴𝑖𝑥𝑖(𝑘) + 𝐵𝑖𝑢𝑖(𝑘),

𝑦𝑖(𝑘) = 𝐶𝑖𝑥𝑖(𝑘),
(13)

with 𝐴𝑖, 𝐵𝑖, 𝐶𝑖 being real-valued matrices equipped with compatible
dimensions. Notice that Gaussian noises are prevalent in practice, and
their thinner distribution tails contribute to an improved consensus
accuracy performance compared to Laplacian noises with identical
standard deviation. The authors of [92] adopted exponentially decay-
ing additive Gaussian noises 𝜃𝑖(𝑘) to randomize the shared reference
state 𝜙𝑖(𝑘). A novel DP notion, called 𝜖-concentrated DP, was intro-
duced, offering a more precise analysis of the DP budget compared
to (𝜖, 𝛿)-DP. Following an approach similar to the study in [97], a
discrete-time version of the dynamic feedback controller (12) was
proposed, and the corresponding parameters were designed. Under the
established results, MAS (13) on balanced and strongly connected di-
graphs achieves output unbiased average consensus with a convergence
rate and preserves 𝜖-concentrated DP simultaneously. Moreover, an
intriguing result was found that increasing the coupling of each agent
dynamics in the communication graph can enhance privacy protection
against adversaries.

3.2.2. Algorithms for dynamic average consensus
In contrast to the well-explored static average consensus issue,

the dynamic average consensus problem seeks to design a consensus
algorithm that drives the agents to track the average of locally available
time-varying reference signals. The applications of this problem have
permeated various research fields, encompassing distributed formation
control, distributed state estimation, distributed resource allocation,
and distributed unconstrained convex optimization [98]. It is important
to note that the dynamic average consensus problem, unlike the static
problem which aims at protecting time-invariant initial states, deals
with time-varying reference signals as privacy-sensitive information.
Although the randomized mechanisms proposed in the available DPSAC
algorithms can be applied to the differentially private dynamic average
consensus (DPDAC) problem, two nontrivial issues remain unresolved:
(1) Can the 𝜖-DP of reference signals be maintained, as agents track
time-varying reference signals? (2) Is there a trade-off between dynamic
average consensus and DP? Alternatively, is it possible to achieve the
exact consensus for the DPDAC problem?

In response to these issues, the authors of [86] carried out a study
and yielded an intriguing conclusion deviating from the one made in
the DPSAC problem: both exact dynamic average consensus and 𝜖-DP
can be guaranteed when the variations of reference signals gradually
decay with time. To safeguard 𝜖-differential privacy of the time-varying
reference signals, the author of [86] proposed a novel DP concept. This
concept establishes an adjacency relationship between two dynamic
average consensus problems based on time-varying reference signals
by requiring similar steady states of reference signals and imposing
a restriction on the change magnitude. Specifically, there exist some
𝑖0 ∈  and positive constant 𝑐 ∈ R>0 such that ‖𝐫𝑎𝑖0 (𝑘) − 𝐫𝑏𝑖0 (𝑘)‖1 ≤
𝑐𝑔1(𝑘)𝛽(𝑘) and 𝐫𝑎𝑖(𝑘) = 𝐫𝑏𝑖(𝑘), ∀𝑖 ∈ ∖{𝑖0}, hold for all 𝑘 ∈ Z≥0.
Here {𝐫𝑎𝑖(𝑘)}𝑖∈ ,𝑘∈Z≥0

and {𝐫𝑏𝑖(𝑘)}𝑖∈ ,𝑘∈Z≥0
are the reference signals

corresponding to two different dynamic average consensus problems;
10

𝑔1(𝑘) ∈ R≥0 and 𝛽(𝑘) ∈ R≥0 are nonnegative parameters to be designed.
They proposed a novel DPDAC algorithm for discrete-time first-order
MASs on undirected and connected graphs: ∀𝑘 ∈ Z≥0,∀𝑖 ∈  ,

𝑥𝑖(𝑘 + 1) = (1 − 𝑔1(𝑘))𝑥𝑖(𝑘) + 𝛥𝐫𝑖(𝑘) + 𝑢𝑖(𝑘),
𝛥𝐫𝑖(𝑘) = 𝐫𝑖(𝑘 + 1) − (1 − 𝑔1(𝑘))𝐫𝑖(𝑘),

𝑢𝑖(𝑘) = 𝑔2(𝑘)
∑

𝑗∈𝑖

[𝐴]𝑖𝑗 (𝑥̂𝑗 (𝑘) − 𝑥𝑖(𝑘)),

𝑥̂𝑗 (𝑘) = (𝑥𝑗 (𝑘)) = 𝑥𝑗 (𝑘) + 𝜃𝑗 (𝑘)

(14)

In this formulation, the term 𝛥𝐫𝑖(𝑘) represents the input of agent 𝑖’s
reference signal, which must decay gradually over time to guarantee
convergence to the exact average reference signal. The design param-
eter 𝑔1(𝑘) ∈ R≥0 is responsible for tuning the input of these reference
signals. The time-varying step size 𝑔2(𝑘) ∈ R≥0 plays a crucial role in
mitigating the influence of injected noise on consensus performance.
Additionally, each element of 𝜃𝑖(𝑘), ∀𝑖 ∈  ,∀𝑘 ∈ Z≥0, is i.i.d.

By virtue of the stochastic approximation method, the study in [86]
demonstrated that the DPDAC algorithm (14) is able to reach dynamic
average consensus almost surely while preserving 𝜖-DP of reference
signals over a finite time horizon if random noise 𝜃𝑖(𝑘), the design
parameters 𝑔1(𝑘), 𝑔2(𝑘), and reference signal 𝐫𝑖(𝑘) meet certain condi-
tions. Moreover, when the term ∑+∞

𝑘=0

√

2𝛽(𝑘)
𝜈𝑖(𝑘)

< +∞, 𝜖-DP of reference
ignals can be preserved over an infinite time horizon, where 𝜈𝑖(𝑘) is
he standard deviation of 𝜃𝑖(𝑘).

.3. Differential privacy in other types of consensus

In addition to average consensus, some works have integrated dif-
erentially private mechanisms into various other consensus problems,
ncluding resilient consensus, bipartite consensus, and maximum con-
ensus.

∙ Differentially private resilient consensus: The authors of [83] tackled
he differentially private resilient consensus problem for first-order
calar MASs on digraphs. They focused on a scenario where non-
aulty agents seek to achieve consensus while contending with faulty
gents who deviate from the standard updating laws of non-faulty
gents. To do so, they devised a novel algorithm that modifies the
onventional mean-subsequence-reduced algorithm by applying the
andomized mechanism (8) to the shared state information. By ad-
ering to the definitions of 𝜖-DP and consensus accuracy established
n [22,82], both mean-square resilient consensus and 𝜖-DP were ana-
yzed. The algorithm proposed in [83] was shown to attain mean-square
onsensus for non-faulty agents with a certain consensus accuracy when
he communication digraph is sufficiently robust. Furthermore, the
rivacy budget 𝜖 was characterized in terms of two specific cases: (1)
he absence of faulty agents; (2) the presence of faulty agents.

∙ Differentially private consensus of high-order multi-agent systems:
ome efforts have also been devoted to dealing with the DPC problem
or discrete-time high-order MASs [99,100]. Specifically, in [100], the
PC problem was considered for general linear multivariable MASs on
ndirected graphs, in which general multivariate random noises are
dded to the state information before it is sent to the neighbors with
he goal of preserving DP of the agents’ states at every single iteration.
he work in [99] addressed this issue in a scenario where the agents
hare quantized information over undirected and connected graphs,
nd their velocities are unmeasurable. In this setting, for each agent
∈  and for all 𝑘 ∈ Z≥0, state vector 𝑥𝑖(𝑘) is a two-dimensional vector
epresented as (𝑥𝑖1(𝑘), 𝑥𝑖2(𝑘))𝑇 ∈ R2, and 𝑦𝑖(𝑘) = 𝑥𝑖1(𝑘) ∈ R defines
he corresponding measurable output of agent 𝑖. Here, 𝑥𝑖1(𝑘) ∈ R and
𝑖2(𝑘) ∈ R represent the position and the velocity of agent 𝑖 at 𝑘th
pdate, ∀𝑘 ∈ Z≥0, respectively. To preserve 𝜖-DP of the initial states,
randomized mechanism similar to that of [20] was applied to 𝑦𝑖(𝑘)

uch that
𝑦̂𝑖(𝑘) = (𝑦𝑖(𝑘)) = 𝑦𝑖(𝑘) + 𝜃𝑖(𝑘) (15)
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with 𝜃𝑖(𝑘), ∀𝑖 ∈  , i.i.d. drawn from Lap(0, 𝑐𝑖𝑞𝑘𝑖 ), where 𝑞𝑖 ∈ (1−𝑠𝑖, 1) is a
onstant. By adapting the dynamic encoding–decoding (DynED) quan-
ization scheme from [101], a DPC algorithm was proposed in [99]:

𝑥𝑖1 (𝑘 + 1)
𝑥𝑖2 (𝑘 + 1)

]

=
[

1 1
0 1

] [

𝑥𝑖1 (𝑘)
𝑥𝑖2 (𝑘)

]

+
[

𝑠𝑖𝜃𝑖(𝑘)
𝑢𝑖(𝑘)

]

,

𝑢𝑖(𝑘) = 𝑔1
∑

𝑗∈𝑖

[]𝑖𝑗 (𝑦̃𝑗 (𝑘) − 𝑦̃𝑖(𝑘))

+ 𝑔2
∑

𝑗∈𝑖

[]𝑖𝑗 (𝑥̃𝑗2(𝑘) − 𝑥̃𝑖2(𝑘)),

∀𝑖 ∈  ,∀𝑘 ∈ Z≥0,

(16)

where 𝑠𝑖 ∈ (0, 1) is the privacy parameter; 𝑔1, 𝑔2 ∈ R>0 are the designing
controller parameters; 𝑦̃𝑖(𝑘) ∈ R and 𝑥̃𝑖2(𝑘) ∈ R are the estimated
value of 𝑦̂𝑖(𝑘) and the estimated value of 𝑥𝑖2(𝑘) obtained by the decoder
in [101], respectively.

For the consensus algorithm (16) with the randomized mechanism
(15), a sufficient condition was established in [99] for reaching mean-
square consensus. It should be noted that both the selection of 𝜃𝑖(𝑘) and
the design of the scaling function for the proposed quantizer in [101]
are intricate tasks. Notably, 𝜃𝑖(𝑘) must be appropriately generated to
avoid quantizer saturation. Furthermore, the scaling function should
decay slower than that of 𝜃𝑖(𝑘) for the achievement of consensus. The
work also revealed that the averaged initial velocity states significantly
impact the consensus value of the position states. More precisely, the
consensus value of the position states is an unbiased estimate of the
averaged initial position state if the averaged initial velocity state is
zero. Conversely, the consensus value of the position states will tend
toward infinity as time progresses if the averaged initial velocity state
is nonzero. Furthermore, an analysis of 𝜖-differential budget was con-
ducted, with the accuracy being determined based on a modification of
Definition 4, where 𝑥̄0 is replaced with 𝑥̄(𝑘). The derived results were
found to be similar to those in [22,82].

∙ Differentially private bipartite consensus: The aforementioned studies
concerning the DPC problem mainly focus on the case of the coopera-
tive relationship between the agents. However, in practical scenarios,
the concurrent presence of cooperative and competitive interactions
between them is also prevalent in practice [102]. This observation
led to the works in [103,104], which formulated the cooperative–
competitive interactions between agents within a signed graph. They
investigated the bipartite consensus problem of first-order scalar MASs
subject to DP:

𝑥𝑖(𝑘 + 1) = 𝑥𝑖(𝑘) + 𝑢𝑖(𝑘)

𝑢𝑖(𝑘) = 𝑔(𝑘)
∑

𝑗∈𝑖

[]𝑖𝑗
(

𝑥̂𝑗 (𝑘) − sgn
(

[]𝑖𝑗
)

𝑥𝑖(𝑘)
)

, (17)

where the step size 𝑔(𝑘) ∈
(

0, 1
𝑑max

)

can be time-varying. For MAS
17), the authors of [103] considered the fixed step size 𝑔(𝑘) = 𝑔 and
evised a novel randomized mechanism tailored to the cooperative–
ompetitive relationship between agents. The proposed mechanism
pecifically targets the state information transmitted to competitive
eighbors by injecting decaying Laplacian noises. In particular, for (17),

̂ 𝑗 (𝑘) = (𝑥𝑗 (𝑘)) = 𝑥𝑗 (𝑘) +
1 − sgn

(

[]𝑖𝑗
)

2
𝜃𝑗 (𝑘), ∀𝑗 ∈  , (18)

with 𝜃𝑗 (𝑘), ∀𝑗 ∈  , i.i.d. drawn from Lap(0, 𝑐𝑗𝑞𝑘𝑗 ), where 𝑞𝑗 ∈ (0, 1). They
demonstrated that when the interaction signed graph is structurally
balanced and has a spanning tree, MAS (17) with the randomized
mechanism (18) can attain unbiased mean-square bipartite consensus
with a specific convergence accuracy and simultaneously preserve 𝜖-DP
of the initial states against the competitive agents.

Improved upon the work in [103], the authors of [104] relaxed
the constraint on the injected noises, allowing for their variances that
are not only decaying or constant but also increasing. They considered
the following randomized mechanism which injects random noises to
11
the state information transmitted to the neighbors, irrespective of the
interaction relationship:

̂ 𝑖(𝑘) = (𝑥𝑖(𝑘)) = 𝑥𝑖(𝑘) + 𝜃𝑖(𝑘), ∀𝑖 ∈  , (19)

with 𝜃𝑖(𝑘) i.i.d. drawn from Lap(0, 𝑞(𝑘)), where {𝑞(𝑘)}𝑘∈Z≥0
is a non-

egative sequence. By employing the stochastic approximation method,
ufficient conditions were established respectively for unbiased mean-
quare bipartite consensus and for unbiased almost-sure consensus
hen the communication signed graph is structurally balanced and con-
ected. With the established conditions and drawing upon the research
ine in [97], the authors characterized the convergence rate in both the
ean-square and almost-sure senses for certain forms of 𝑔(𝑘) and 𝑞(𝑘).
dditionally, they provided a design guideline on designing the random
oises and the step size to achieve the prescribed privacy budget 𝜖 over
n infinite time horizon, unveiling a trade-off between the consensus
erformance and the privacy budget in accordance with the existing
orks. Pursuing this direction, the author in [105] investigated the

ase of MASs with general linear agents. A novel differential privacy
echanism was established, composed of a classifier and noise injectors

pplied to both the input and output.

. Differential privacy in distributed optimization

To date, a multitude of works have focused on developing algo-
ithms to tackle the DO problem within a fully distributed frame-
ork while safeguarding DP, specifically in a scenario where global

onstraints are absent.
Among these studies, the consensus theory established in previ-

usly examined DPC problems lays a solid foundation for analyzing
he convergence and optimality accuracy. It is essential, however, to
ote that the design of DP mechanisms for the DPDO problem differs
rom the DPC problem due to their different privacy protection goals.
o be precise, the DPC problem usually addresses privacy-sensitive

nformation related to the shared messages in the algorithm, such as
gents’ initial states and states evolving over time. In contrast, the
PDO problem may focus on private information pertaining to the

hared messages, including agents’ states, agents’ internal updating
ariables, such as local objective functions, or local constraints. As
uch, the noise perturbation strategies for preserving desired DP in
he DPDO problem may not be limited to those employed in the
PC problem and can be grouped under two categories: (1) message
erturbation: adding random noises to shared messages, such as states
nd (sub)gradients; (2) objective perturbation: incorporating random
oises into objective functions without altering shared messages. A
ajority of these algorithms rely on non-amplifying random noises,
hich, however, face a common privacy-utility trade-off similar to DPC
lgorithms: the simultaneous achievement of accurate optimality and
P remains an arduous endeavor. This primarily stems from the fact

hat the increased magnitude of perturbation noises ensures stronger
P while also resulting in a rising optimality error, particularly in the
bsence of parameters that temper the impact of noises on optimization
ccuracy. Recent work in [106] has applied additive non-decaying
andom noises to perturb shared messages and proposed a novel DO
lgorithm to achieve accurate optimality in the almost sure sense while
reserving DP.

In this section, we begin by formulating the differentially private
istributed optimization problem. Following it, we review the existing
PDO algorithms that adopt diminishing noise perturbation. Subse-
uently, we introduce a recent study that explored the employment
f amplifying noise perturbation as a means of preserving DP. Lastly,
e review the application of the DPDO algorithms to the distributed

esource allocation problem. A summary of the works on DPDO is
resented in Table 5.
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Table 4
Summary of differential privacy in consensus of MASs.

Privacy scenario MAS feature
Type of consensus Ref No. Private information Observation available Privacy

criterion Noise adopted Agent model Communication
strategy Topology Information

packet
Consensus performance

[20] initial states infinite time horizon 𝜖-DP exponentially decaying
additive Laplacian noisefirst-order discrete-time undirected connected N/A

biased static average
consensus in mean
square

[82] initial states infinite time horizon 𝜖-DP exponentially decaying
additive Laplacian noisefirst-order discrete-time undirected connected N/A unbiased static average

consensus almost surely
[22] initial states infinite time horizon 𝜖-DP exponentially decaying

additive Laplacian noisefirst-order discrete-time undirected connected N/A unbiased static average
consensus almost surely

[90] initial states infinite time horizon 𝜖-DP exponentially decaying
additive Laplacian noisefirst-order event-triggered undirected connected N/A

unbiased static average
consensus in mean
square

[95] initial states infinite time horizon 𝜖-DP exponentially decaying
additive Laplacian noisefirst-order event-triggered undirected connected N/A

biased static average
consensus in mean
square

[91] initial states infinite time horizon 𝜖-DP exponentially decaying
additive Laplacian noisefirst-order discrete-time undirected connected uniform

quantization
unbiased static average
consensus in mean
square

[89] initial states infinite time horizon 𝜖-DP
additive functional
Laplacian noise with
exponentially decaying
variance

first-order discrete-time undirected connected N/A
unbiased static average
consensus in mean
square

[81] initial states infinite time horizon 𝜖-DP &
(𝜖, 𝛿)-DP

general exponentially
decaying additive noisefirst-order discrete-time undirected connected N/A N/A

[97] initial states infinite time horizon 𝜖-DP non-decaying
Laplacian noise

heterogeneous
general linear hybrid

directed, strongly
connected, weight-
balanced

N/A
unbiased average output
static consensus in
mean square

[94] states single iteration 𝜖-DP general exponentially
decaying additive noisesfirst-order discrete-time

directed, strongly
connected, weight-
unbalanced

N/A
accurate static average
consensus in mean
square

[92] initial states infinite time horizon 𝜖-concentrated
DP

exponentially decaying
additive Gaussian noise

heterogeneous
general linear discrete-time

directed, strongly
connected, weight-
balanced

N/A
unbiased static average
output static consensus
in mean square

[88] initial states infinite time horizon 𝜖-DP exponentially decaying
additive Laplacian noisefirst-order discrete-time undirected connected DynED

quantization
unbiased static average
consensus almost surely

Static average
consensus

[96] initial states finite time horizon (𝜖, 𝛿)-DP non-decaying multiplicative
truncated Gaussian noise

first-order,
positive discrete-time

directed, strongly
connected, weight-
unbalanced

N/A biased static average
consensus in mean square

Dynamic average
consensus [86] reference signal infinite time horizon 𝜖-DP Laplacian noise with

increasing variance first-order discrete-time undirected connected N/A accurate dynamic average
consensus almost surely

Resilient consensus [83] initial states infinite time horizon 𝜖-DP exponentially decaying
Laplacian noise first-order discrete-time 𝑟-robust directed N/A resilient consensus in

mean square

[103] initial states infinite time horizon 𝜖-DP exponentially decaying
Laplacian noise first-order discrete-time

signed directed,
spanning tree,
structurally balanced

N/A bipartite consensus in
mean square

Bipartite consensus [104] initial states infinite time horizon 𝜖-DP
Laplacian noise
with varying variance
(increasing, constant,
decaying)

first-order discrete-time
signed undirected,
connected, structurally
balanced

N/A
bipartite consensus in
mean square and
almost surely

Second-order
consensus [99] initial states infinite time horizon 𝜖-DP exponentially decaying

Laplacian noise second-order discrete-time undirected connected DynED
quantization

consensus in mean
square
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Table 5
Summary of differential privacy in distributed optimization.

Privacy scenario Convergence Performance
Step sizes Approach Problem Ref No. Private information Observation

available
Perturbation strategy Laplacian Noise

adopted Objective function Constraint Topology & delay convergence
rate

Steady-
state error

Trade-
off

projected CDG [107] objective functions
an infinite
number of
iterations

state perturbation exponentially
decaying

strongly convex
with bounded
subgradients

common compact
and convex
constraint

time-varying
directed, strongly
connected, weight-
balanced

sub-linear ✔ ✔

diminishing,
summable

push-sum
based CDG [108]

initial states
and objective
functions

an infinite
number of
iterations

state perturbation exponentially
decaying

strongly convex
with bounded
subgradients

unconstrained

time-varying strongly
connected, weight-
unbalanced, column
stochastic

sub-linear ✔ ✔

general DO
algorithms [109] objective functions

an infinite
number of
iterations

objective perturbation functional
convex, twice-
differentiable,
square-integrable

common compact
convex constraints directed asymptotical % ✔

diminishing,
non-summable push-pull

based gradient
tracking CDG

general
DO

[106] objective functions
an infinite
number of
iterations

state perturbation amplifying convex and smooth unconstrained

directed, weight-
unbalanced, column
stochastic with
spanning tree

sublinear % %

weight-balancing
based CDG [110] objective functions single iteration state perturbation decaying

(strongly) convex
with bounded
subgradients

unconstrained

time-varying
directed, strongly
connected, weight-
unbalanced with
known out-degree

sub-linear
regrets ✔ ✔

combination of
projected CDG
with subgradient
rescaling

[111] objective functions
single iteration /
a finite number
of iterations

state perturbation decaying

strongly convex
with bounded
subgradients /
generally convex
with bounded
subgradients

common compact
and convex
constraint

directed, strongly
connected, weight-
unbalanced, row
stochastic

sub-linear
regrets ✔ ✔diminishing

push-sum
based CDG

online
DO

[112] objective functions single iteration state perturbation decaying

strongly convex
with bounded
subgradients /
generally convex
with bounded
subgradients

unconstrained

jointly strongly
connected directed,
weight-unbalanced,
column stochastic
& uniformly
bounded delays

sub-linear
regrets ✔ ✔

combination of
distributed inexact
gradient and
gradient tracking

[113]
[114] objective functions

an infinite
number of
iterations

state and
gradient perturbation

exponentially
decaying

(strongly) convex,
smooth unconstrained undirected connected linear % ✔

constant

push-pull
based CDG

general
DO

[24] objective functions
a finite
number of
iterations

combination of
direction decomposition
and gradient
perturbation

constant
variance

strongly convex
with bounded
gradients

unconstrained

directed, weight-
unbalanced,
column stochastic,
has a
spanning tree

linear ✔ ✔

constant

ADMM

modified ADMM

modified recycled
ADMM

ERM

[115]

[116]

[117]

objective functions

single iteration

a finite
number of
iterations

a finite
number of
iterations

dual perturbation/
primal perturbation

dual perturbation

dual perturbation

Laplacian
noise/
functional

functional

functional

strongly convex
and doubly
differentiable with
bounded gradients
and Hessian
matrix

unconstrained undirected connected linear % ✔

diminishing,
non-summable

inexact alternating
minimization
algorithm

[118]
[119]

objective functions
and constraints

a finite
number of
iterations

dual state
perturbation

exponentially
decaying

strongly convex,
smooth

convex local
constraints undirected, connected sublinear ✔ ✔

combination of
distributed inexact
gradient with
gradient tracking

[120]
[121] objective functions

an infinite
number of
iterations

dual state
and gradient
perturbation

exponentially
decaying

strongly convex,
smooth

convex local
constraints undirected, connected linear % ✔

push-pull
based gradient
tracking CDG

[122] objective functions single iteration

combination of
dual gradient
perturbation with
gradient-tracker
decomposition

constant
variance

strongly convex,
smooth

box local
constraints

directed, strongly
connected,
weight-unbalanced,
column stochastic

linear % ✔constant

combination of
state predictor
with gradient
tracking

DRA

[123] initial states
an infinite
number of
iterations

dual gradient
perturbation

exponentially
decaying

strongly convex,
twice differentiable

box local
constraints

undirected, connected
& heterogeneous
delays

linear % ✔
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4.1. Problem formulation

This subsection lays the groundwork for systematically reviewing
the relevant works on differentially private distributed optimization.
First, we introduce a general form of the DO problem to provide a
foundation for understanding the problem domain. Next, within the
context of the DO problem, we present the commonly considered
definitions of DP, which serve as the basis for developing privacy-
preserving algorithms. Finally, we formulate the DO problem subject
to DP.

DO Problem

Design a fully distributed algorithm that solves the following
optimization problem (20) without the need for a central
aggregator:

min
𝑥∈R𝑁𝑛

∑

𝑖∈
𝐹𝑖(𝑥𝑖)

s.t. 𝑥𝑖 = 𝑥𝑗 , ∀𝑖, 𝑗 ∈  ;

𝑥𝑖 ∈ 𝛺𝑖, ∀𝑖 ∈  .

(20)

To begin with, consider an MAS consisting of 𝑁 agents who com-
unicate through a graph  = ( ,  ,). Each agent 𝑖 ∈  is equipped

with a local convex objective function 𝐹𝑖 ∶ R𝑛 → R that is exclusively
known to the respective agent. The set of local objective functions is
be denoted as 𝐅 = {𝐹𝑖 ∶ R𝑛 → R,∀𝑖 ∈ }. Let Ω = ∩𝑖∈𝛺𝑖 ⊆ R𝑛 be the
domain of optimization, respectively. We can then define the above DO
Problem  specified by a tuple of parameters (,Ω,𝐅).

To facilitate a more comprehensive understanding of the theoretical
results, we introduce the properties that are typically expected for local
objective functions.

Definition 7 (Properties of Objective Functions [124]). Consider an ob-
jective function 𝐹 ∶ R𝑛 → R.

1. Convexity: 𝐹 is convex if the following inequality holds for all
𝑥, 𝑦 ∈ R𝑛 and for all 𝜑 ∈ (0, 1):

𝐹 (𝜑𝑥 + (1 − 𝜑)𝑦) ≤ 𝜑𝐹 (𝑥) + (1 − 𝜑)𝐹 (𝑦). (21)

Furthermore, 𝐹 is strongly convex if the above inequality be-
comes an equation for all 𝜑 ∈ (0, 1) only when 𝑥 = 𝑦.

2. 𝜇-Strong Convexity: When 𝐹 is differentiable, for a given param-
eter 𝜇 ∈ R>0, 𝐹 is 𝜇-strongly convex if the following inequality
holds for all 𝑥, 𝑦 ∈ R𝑛:

(∇𝐹 (𝑦) − ∇𝐹 (𝑥))𝑇 (𝑦 − 𝑥) ≥ 𝜇‖𝑦 − 𝑥‖2. (22)

3. 𝐿𝑓 -Lipschitz Continuity: For a given parameter 𝐿𝑓 ∈ R>0, 𝐹 is
Lipschitz continuous if there exists a constant 𝐿𝑓 ∈ R>0 such
that

|𝐹 (𝑥) − 𝐹 (𝑦)| ≤ 𝐿𝑓‖𝑥 − 𝑦‖, ∀𝑥, 𝑦 ∈ R𝑛. (23)

4. 𝐿𝑔-Smoothness: When 𝐹 is differentiable, for a given parameter
𝐿𝑔 ∈ R>0, 𝐹 is 𝐿𝑔-smooth if there exists a constant 𝐿𝑔 ∈ R>0
such that

|∇𝐹 (𝑥) − ∇𝐹 (𝑦)| ≤ 𝐿𝑔‖𝑥 − 𝑦‖, ∀𝑥, 𝑦 ∈ R𝑛. (24)

Among these properties, convexity, smoothness, and Lipschitz con-
tinuity are essential for ensuring the existence of optimal solutions and
the convergence of optimization algorithms.

In the DPDO problem, the agents typically have privacy-sensitive
information embedded in their (initial) states, objective functions, as
well as constraints. Therefore, the adjacency relationship regarding
14

the DPDO problem can be established by considering not only the
(initial) states, as is the case in the DPC problem, but also the local
objective functions and constraints. In the following, the definitions of
two adjacent DO problems described based on their respective objective
functions and constraints are presented.

Definition 8 (Adjacency). Two DO problems 𝑎 = (𝑎,Ω𝑎,𝐅𝑎) and
𝑏 = (𝑏,Ω𝑏,𝐅𝑏) are adjacent, denoted by Adj(𝑎,𝑏), if exactly one
of the following statements holds:

1. Adjacency relationship for objective functions [107]: Two DO
problems 𝑎 and 𝑏 have identical parameters, with the only ex-
ception being a variation in at most one local objective function.
To be more precise, 𝑎 = 𝑏 and Ω𝑎 = Ω𝑏; and there exists some
𝑖0 ∈  such that 𝐹𝑎𝑖0 ≠ 𝐹𝑏𝑖0 and 𝐹𝑎𝑖 = 𝐹𝑏𝑖 for all 𝑖 ∈ ∖{𝑖0}.

2. Adjacency relationship for constraints [125]: Two DO problems
𝑎 and 𝑏 have identical parameters, except for the constraints.
Specifically, 𝑎 = 𝑏 and 𝐅𝑎 = 𝐅𝑏; and there exists some 𝑖0 ∈ 
such that 𝛺𝑎𝑖0 ≠ 𝛺𝑏𝑖0 and 𝛺𝑎𝑖 = 𝛺𝑏𝑖 for all 𝑖 ∈ ∖{𝑖0}.

To ensure DP in the context of the DO problem, it is common
to impose additional requirements in the adjacency relationship. For
instance, when defining the adjacency relationship for objective func-
tions, it is common to mandate that all objective functions have uni-
formly bounded gradients [107] or exhibit similar gradient behav-
iors [106]. In the adjacency relationship for constraints, one may stipu-
late that the difference between two varying constraints is bounded by
some nonnegative value 𝜎, that is, there exists some 𝑖0 ∈  such that
dist

(

𝛺𝑎𝑖0 , 𝛺𝑏𝑖0

)

≤ 𝜎 and 𝛺𝑎𝑖 = 𝛺𝑏𝑖 for all 𝑖 ∈ ∖{𝑖0} [125].
Similar to the DPC problem setting, we assume that adversaries in

the DPDO problem can spy on all communication channels between
agents. In this regard, for a prescribed 𝑇 ∈ Z≥0, we denote the potential
nformation set that adversaries accumulate over time horizon 𝑇 given
he DO problem  and the initial state 𝑥(0) by  ,𝑥(0)(𝑇 ) ∈ 𝐎𝑇 , where
𝑇 is the set of all potential accumulated information over time horizon
. Then we formalize the DP notion in the context of the DO problem
s follows:

efinition 9 (Differential Privacy). Consider a time horizon 𝑇 ∈ Z≥0 and
pair of parameters 𝜖 ∈ R>0 and 𝛿 ∈ [0, 1). An algorithm devised for

he DO problem (20) is said to be (𝜖, 𝛿)-differentially private over time
orizon 𝑇 if for any two adjacent 𝑎 = (𝑎,Ω𝑎,𝐅𝑎) and 𝑏 = (𝑏,Ω𝑏,𝐅𝑏),
ny initial state 𝑥(0) and any set 𝑇 ⊆ 𝐎𝑇 , the following inequality
olds:
{

𝑎 ,𝑥(0) ∈ 𝑇
}

≤ 𝑒𝜖P
{

𝑏 ,𝑥(0) ∈ 𝑇
}

+ 𝛿. (25)

hen 𝛿 = 0, the algorithm is 𝜖-differentially private over time horizon
. Furthermore, if the inequality (7) holds for 𝑇 → +∞, the devised
lgorithm is differentially private for the DO problem (20) over an
nfinite time horizon.

DPDO Problem

Devise a fully distributed algorithm integrated with a ran-
domized mechanism such that the DO problem Eq. (20) is
addressed while ensuring DP of agents’ sensitive information.

4.2. Algorithms with non-amplifying noise perturbation

Most of the algorithms devised for resolving the DO problem stem
from the consensus-based distributed (sub)gradient (CDG) algorithms.
In the CDG algorithms, agents are propelled toward a common esti-
mate of the optimal value by performing a consensus algorithm while
descending along the local (sub)gradient direction of its respective
convex objective function. When local constraints are considered in
the DO problem, the solution at each update is projected onto the
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constrained region, ensuring the feasibility of the solution. These al-
gorithms have garnered considerable attention and popularity due to
their advantageous combination of the (sub)gradient method and con-
sensus algorithm—low computational and storage demands and high
scalability.

A majority of the DPDO algorithms preserve DP by injecting noises
with either decaying or constant (co)variance into shared messages
or objective functions, with the majority treating local objective func-
tions as privacy-sensitive information. This noise perturbation approach
leads to an unavoidable privacy-utility trade-off, which remains a
central focus of these algorithms.

In this subsection, we review the algorithms that use decaying
noise perturbation according to the types of step sizes: diminishing and
constant.

4.2.1. Diminishing step sizes
A number of algorithms with diminishing step sizes have been de-

vised for a specific class of convex objective functions whose
(sub)gradients are bounded. In these algorithms, the design of dimin-
ishing step sizes is vital and intricate, as it serves a crucial function in
ensuring both convergence accuracy and DP. To illustrate, consider a
fundamental CDG algorithm for the DO problem (20) with balanced
digraphs and diminishing step sizes. At each update 𝑘 ∈ Z≥0, agent
∈  receives state information from the neighbors and updates its

tate by:

𝑖(𝑘 + 1) =
∑

𝑗∈
[𝑊 ]𝑖𝑗𝑥𝑗 (𝑘) − 𝑔(𝑘)𝑧𝑖(𝑘), (26)

where 𝑔(𝑘) is the diminishing step sizes; 𝑧𝑖(𝑘) represents the
(sub)gradient of agent 𝑖. It is of importance to note that when 𝜔 ∈
𝛺 ⊆ R𝑛 a projection of 𝑥𝑖(𝑘+1) is taken onto 𝛺 that: Proj𝛺

{

𝑥𝑖(𝑘 + 1)
}

.
It is worth noting that, in the CDG algorithm (26), the asymptotic
convergence necessitates a diminishing step size that is non-summable
but square-summable, which, however, brings difficulties in protecting
DP over an infinite number of iterations.

The seminal work in [107] treated local objective functions as
privacy-sensitive information and integrated state perturbation strat-
egy into the projected CDG algorithm for the DPDO problem with
undirected graphs and local convex constraints. To be precise, by sub-
stituting the state information 𝑥𝑖(𝑘) in (26) with the perturbed version
̂ 𝑖(𝑘) in (27), the authors projected this vector on the common convex
constraint.

̂ 𝑖(𝑘) = 𝑥𝑖(𝑘) + 𝜃𝑖(𝑘), ∀𝑘 ∈ Z≥0,∀𝑖 ∈  . (27)

Here, each element of the random noises 𝜃𝑖(𝑘) ∈ R𝑛 follows i.i.d.
Laplace distribution with zero mean and exponentially decaying vari-
ance to ensure convergence of the algorithm. Unlike conventional
algorithms that use infinite-sum diminishing step sizes, the algorithm
proposed in [107] considered summable step sizes, which is essential
for guaranteeing DP over an infinite number of iterations, however con-
currently introduces a steady-state error in the convergence accuracy.
When objective functions are strongly convex with bounded gradients,
the proposed algorithm in [107] sub-linearly converges to a random
point while preserving 𝜖-DP of objective functions over an infinite
number of iterations. The convergence accuracy was characterized
based on the expectation of the squared deviation of the states from
the optimal point, which is inversely proportional to the square of
a given privacy budget. This demonstrated a trade-off between the
convergence accuracy and the privacy budget. The algorithm along
with the state perturbation strategy proposed in [107] has been suc-
cessfully adapted to address multiple distributed online optimization
problems over various communication graphs, such as gossip-based
undirected graphs [126], time-varying balanced digraphs [110], and
(time-varying) unbalanced digraphs [111,112]. These adaptations at-
tain 𝜖-DP of objective functions either within a single iteration or over a
finite number of iterations under the assumption that (sub)gradients are
15
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bounded. Moreover, an improvement upon [107] was made by [108],
in which an event-triggered mechanism and the push-sum method were
introduced to save resource consumption and counteract the impact
of unbalanced digraphs on the convergence performance, respectively.
They showed that adding exponentially decaying Laplacian noises to
the states prior to sharing can preserve DP of both initial states and
objective functions over an infinite number of iterations when the step
sizes are summable.

A subsequent study in [109] presented a counterexample consistent
with the observation in the above literature [107], revealing that solely
perturbing shared information with asymptotically vanishing noises
fails to preserve DP of objective functions over an infinite number
of iterations when a noise-free distributed optimization algorithm is
globally asymptotically stable. Motivated by this finding, the authors
of [109] proposed an alternative randomized mechanism that injects
well-designed functional Laplacian noises into objective functions. This
approach facilitates bounding the difference between the probabili-
ties of events associated with any pair of datasets by a function of
the distance between the datasets. Although this method can achieve
asymptotical convergence in the noise-free case, it should be mentioned
that it only works for square-integrable objective functions, restricting
the scope of its applications.

4.2.2. Constant step sizes
Note that the aforementioned algorithms employ diminishing step

sizes, resulting in a slower convergence rate compared to those using
constant step sizes. To enhance the convergence rate, a stream of CDG
algorithms featuring constant step sizes, along with novel differentially
private mechanisms, has been proposed for tackling the DPDO problem
(20).

The authors of [113,114] considered constant step sizes and relaxed
the requirement of objective functions from either convex objective
functions with bounded (sub)gradients or square-integrable objective
functions to general strongly convex and smooth objective functions.
They confirmed the impossible result established in [109]—relying
solely on state perturbation with vanishing random noises is inad-
equate for attaining simultaneous convergence and DP. As a result,
they applied a state and direction perturbation strategy to ensure 𝜖-
DP of objective functions, and subsequently proposed a distributed
optimization algorithm that combines the gradient method and the
gradient tracking method. Specifically, for all 𝑖 ∈  and for all 𝑘 ∈ Z≥0,

𝑥̂𝑖(𝑘) = 𝑥𝑖(𝑘) + 𝜃𝑖(𝑘),

𝑧̂𝑖(𝑘) = 𝑧𝑖(𝑘) + 𝜁𝑖(𝑘),

𝑖(𝑘 + 1) =
∑

𝑗∈
[𝑊 ]𝑖𝑗 𝑥̂𝑗 (𝑘) − 𝑔𝑧𝑖(𝑘),

𝑧𝑖(𝑘 + 1) =
∑

𝑗∈
[𝑊 ]𝑖𝑗 𝑧̂𝑗 (𝑘) + ∇𝐹𝑖(𝑥𝑖(𝑘 + 1)) − ∇𝐹𝑖(𝑥𝑖(𝑘)).

(28)

n this algorithm, 𝜃𝑖(𝑘) and 𝜁𝑖(𝑘) are random noises for randomizing
he state and direction of agent 𝑖, respectively. Each component of
hese noises follows exponentially decaying i.i.d. Laplace distribution.
n addition, 𝑔 ∈ R>0 refers to the constant step size for ensuring
inear convergence while 𝑧𝑖(𝑘) is to track the averaged gradient, unlike
26) using the gradient. Assuming that objective functions are strongly
onvex, the algorithm developed in [113,114] attains both almost sure
inear convergence without a steady-state error and DP of objective
unctions over an infinite number of iterations. Additionally, the con-
ergence accuracy was derived, exhibiting the trade-off between DP
nd convergence accuracy.

Moving beyond solely noise perturbation mechanisms, the authors
f [24] proposed a novel differentially private mechanism that com-
ines direction state decomposition with direction perturbation to pre-
erve DP of objective functions over a finite number of iterations. The
asic idea is to decompose the local gradient into two components. One

omponent is only available to the agent itself, while the other, after
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being blurred by Laplacian noise with constant variance, is shared with
the neighbors. A novel algorithm was subsequently developed in [24]
that incorporates the aforementioned differentially private mechanism
into a distributed push-pull gradient algorithm with constant step sizes
to solve the DPDO problem over unbalanced digraphs and bounded
gradients. The proposed algorithm in [24] enjoys linear convergence
thanks to constant step sizes but has a steady-state error in convergence
accuracy.

In addition, a line of research has approached the DPDO prob-
lem over undirected graphs by employing the alternating direction
method of multipliers (ADMM) in combination with noise perturbation
strategies. This ADMM technique integrates Lagrangian multipliers and
quadratic penalty terms into objective functions and involves primal
and dual updating, facilitating an accelerated convergence rate with
less conservative convergence conditions at the expense of increased
computational complexity [127,128]. In general, to preserve DP in
ADMM algorithms, the noise perturbation strategies can be applied
to either primal or dual variables, which are commonly referred to
as primal perturbation (message perturbation) and dual perturbation
(objective perturbation), respectively. To address a class of regularized
empirical risk minimization (ERM) problems over undirected connected
graphs while guaranteeing 𝜖-differential privacy for each agent’s train-
ng data (i.e., local objective functions) at a single iteration, the authors
f [115] considered two types of noise perturbation strategies—primal
erturbation and dual perturbation—in the ADMM algorithm, under
he assumption of strongly convex and smooth objective functions. A
omparative analysis of these two perturbation strategies was presented
egarding their performance in the privacy-utility trade-off. Since then,
arious studies have been conducted to refine the proposed algorithm
n [115] from distinct standpoints. The authors of [129] applied the
ual perturbation technique in [115] to vehicular and hoc networks for
P preservation. The work in [116] developed a modified ADMM algo-

ithm that endows an adaptive private penalty parameter to each agent
nd considered dual perturbation by introducing well-designed noises
nto the penalty term. The proposed algorithm strengthened privacy
rotection from a single iteration to a finite number of iterations and
mproved the convergence accuracy. To conserve the privacy budget
nd enhance computation efficiency, the authors of [117] devised a
efined version of the algorithm in [116]. The proposed modified re-
ycled ADMM algorithm enables the re-utilization of information from
dd iterations in subsequent even iterations. Finally, the work in [130]
evised a novel ADMM algorithm that adopts calibrated Gaussian
oises in primal perturbation and applies a multi-step approximation
echnique in primal updating for improved accuracy.

.3. Algorithms with amplifying noise perturbation

Recently, the authors of [106] have marked a crucial step forward
n the literature on the differentially private DO problem, as their novel
lgorithms applicable to both undirected and unbalanced digraphs, for
he first attempt, attain almost sure convergence to the optimal point
hile preserving 𝜖-DP of objective functions over an infinite number
f iterations. At the core of their algorithms is the introduction of
dditional diminishing parameters at every iteration to mitigate the
mpact of amplifying random noises that are persistently injected into
he shared message on the convergence accuracy. Their algorithms
uccessfully circumvent the need for summable step sizes in the up-
ating process, which serves as a key factor in the algorithm proposed
y [107] for safeguarding DP over an infinite number of iterations
hile also bringing in an inherent convergence error. Specifically, for

he unconstrained DO problem over undirected graphs and convex, the
ollowing algorithm was proposed in [106]: for all 𝑖 ∈  and for all
𝑘 ∈ Z≥0,

𝑥̂𝑖(𝑘) = 𝑥𝑖(𝑘) + 𝜃𝑖(𝑘),

𝑥𝑖(𝑘 + 1) = 𝑥𝑖(𝑘) +
∑

𝑗∈ in
𝑖

𝑔̂(𝑘)[]𝑖𝑗 (𝑥̂𝑗 (𝑘) − 𝑥𝑖(𝑘)) (29)
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− 𝑔(𝑘)∇𝐹𝑖(𝑥𝑖(𝑘)).
In this algorithm, a distinct feature is that each element of random noise
𝜃𝑖(𝑘) injected to the shared state is from i.i.d. Laplace distribution with
increasing variance, which serves to ensure 𝜖-DP of objectives over an
infinite number of iterations. Moreover, 𝑔(𝑘) ∈ R>0 is non-summable
diminishing step size and 𝑔̂(𝑘) ∈ R>0 is the non-summable weak-
ening factor that attenuates non-decaying perturbation noises 𝜃𝑖(𝑘).
With the proposed algorithm over undirected graphs and assuming
that objective functions are convex and smooth, agents commonly
converge to an optimal point almost surely while 𝜖-DP of objective
functions is preserved over an infinite number of iterations, when step
sizes, weakening factors, and injected noises are properly designed.
Furthermore, weakening factors have been integrated into the push-pull
gradient algorithm to solve the unbalanced digraph case. It should be
mentioned that the main drawback of the algorithms proposed in [109]
is their slower convergence rate compared to those without weakening
factors.

4.4. Application to distributed resource allocation

Recently, some literature has customized the aforementioned al-
gorithms, primarily developed for solving the DO problem (20), to
tackle the optimal distributed resource allocation (DRA) problem while
ensuring DP of local power generation, demands, and objective func-
tions. Central to most of these studies is the treatment of the optimal
DRA problem in the corresponding dual problem as formulated in (20)
with shared message perturbed with decaying random noises, under
the assumption that there are no dual gap and nonempty dual optimal
set. In this subsection, we review the algorithms for addressing the
differentially private optimal DRA problem, categorizing them by the
type of step sizes: constant and diminishing.

DRA Problem

min
∑

𝑖∈
𝑖(𝜔𝑖)

s.t.
∑

𝑖∈
𝜔𝑖 =

∑

𝑖∈
𝐷𝑖,

𝜔𝑖 ∈ 𝛺𝑖, ∀𝑖 ∈  ,

(30)

with 𝜔𝑖, 𝑖 ∶ R → R, and 𝐷𝑖 represent the power generation,
the local objective function and local demand associated with
the 𝑖-th generator, respectively; 𝛺𝑖 is a closed and convex set
that defines the constraint of the 𝑖-th generator.

Before exhibiting relevant algorithms, we establish the framework
for transforming the optimal DRA problem into the DO problem. Con-
sider the above optimal distributed resource allocation (DRA) problem,
which aims to design an algorithm that cooperatively minimizes the
sum of local objective functions while satisfying the overall demand
and adhering to specific output constraints of each agent without
relying on a central aggregator.

The optimal DRA problem formulated in (30) has extensive practical
applications, among which are the economic dispatch problem in smart
grids where 𝛺𝑖 is a box constraint denoted as 𝛺𝑖 = {𝜔𝑖 ∶ 𝜔𝑖 ≤ 𝜔 ≤ 𝜔̄𝑖}.
et 𝜔 = (𝜔1,… , 𝜔𝑁 ) and consider the Lagrangian function  (𝜔, 𝜆) =

∑

𝑖∈ 𝑖(𝜔𝑖)−𝜆
(
∑

𝑖∈ 𝜔𝑖 −
∑

𝑖∈ 𝐷𝑖
)

with 𝜆 being the dual variable. Then
the optimal DRA problem (30) is readily transformed into the following
dual optimization problem:

max
𝜆

∑

𝑖∈
𝐹𝑖(𝜆) (31)

with 𝐹𝑖(𝜆) = min𝜔𝑖∈𝛺𝑖 𝑖(𝜔𝑖) − 𝜆(𝜔𝑖 −𝐷𝑖).
∙ Algorithms with diminishing step sizes: A few algorithms with
diminishing step sizes have been proposed for solving the optimal
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DRA problem (30) with 𝜖-DP safeguarded. These algorithms follow the
noise perturbation strategy in [107] that injects exponentially decaying
Laplacian noises with zero mean into the shared states in the dual
updating, only preserving DP over a finite number of iterations or at
a single update. Furthermore, there is a trade-off between the privacy
budget and convergence accuracy for these algorithms: as the number
of iterations increases, the privacy budget may increase while the
convergence accuracy improves. The authors of [118,119] proposed a
differentially private mechanism that perturbs power generation with
exponentially decaying Laplacian noises at each iteration. For a specific
class of optimal DRA problems featuring quadratic objectives with
bounded gradients and undirected graphs, the proposed mechanism
effectively protects 𝜖-DP of both objective functions and local demands
(constraints) over a finite number of iterations. When time-varying
unbalanced digraphs are considered, the work in [131] applied the
push-sum method to counteract the unbalance of digraphs on the
convergence performance. It ensures 𝜖-DP of local demands over a finite
number of iterations or at a single update by injecting diminishing
Laplacian noises into dual states.

∙ Algorithms with constant step sizes: To realize faster convergence
speed and better privacy protection, some researchers have explored
the use of constant step sizes instead of diminishing step sizes in their
algorithms. In particular, the authors of [120] focused on the undi-
rected graph case for the general optimal DRA problem. They borrowed
the DPDO algorithm (28) in their previous work [113] with constant
step sizes for dual updating, in which both states and gradients are
masked with exponentially decaying Laplacian noises and the gradient
tracking approach was applied for monitoring the deviation of the total
generation from total demands. Under the assumption that objective
functions are strongly convex and smooth, the proposed algorithm
is able to achieve linear convergence and preserve 𝜖-DP of objective
functions over an infinite number of iterations simultaneously. An
extension of this work to more general constraints in the form as
∑

𝑖∈ 𝐴𝑖𝜔𝑖 =
∑

𝑖∈ 𝐷𝑖,∀𝑖 ∈  can be found in [121].
In addition to addressing the general form of the differentially pri-

vate optimal DRA problem, some algorithms have specifically targeted
quadratic objective functions or box constraints within the context of
undirected graphs. This focus allows for resource conservation [132],
the handling of time-varying objective functions [133], and the accom-
modation of multiple heterogeneous generators [134], while ensuring
𝜖-DP of power generation at a single update. Moreover, the authors
of [122] investigated this problem with box constraints and unbalanced
digraphs. Inspired by the differentially private mechanism proposed
in [24], they combined noise perturbation with gradient-tracker decom-
position in the push-pull gradient tracking algorithm for dual updating.
The devised algorithm is able to attain linear convergence while en-
suring 𝜖-DP of objective functions at a single iteration when objective
functions are strongly convex and smooth.

Note that previously mentioned algorithms are infeasible in dealing
with situations involving time delays, which is, however, prevalent in
most practical applications of MASs. In an effort to overcome this limi-
tation, the authors of [123] took into consideration objective functions
with heterogeneous time delays and box constraints for the optimal
DRA problem (30). Instead of approaching the optimal DRA problem
through dual optimization, they developed a novel algorithm that
applies a predictive scheme to estimate the missing states between two
consecutive iterations and subsequently integrated it into the CDG algo-
rithm. Furthermore, the exchanged gradient information is obfuscated
by exponentially decaying Laplacian noises, adding a layer of privacy
protection to the process. Specifically, for all 𝑖 ∈  and for all 𝑘 ∈ Z≥0,

𝐹𝑖(𝑘) = ∇𝐹𝑖
(

𝜔̂𝑖(𝑘 ∣ 𝑘 − 𝜏𝑖)
)

+ 𝜃𝑖(𝑘),

𝜔𝑖(𝑘 + 1) = 𝜔𝑖(𝑘) − 𝑔
∑

𝑗∈
[𝐿]𝑖𝑗∇𝐹𝑗 (𝑘),

(32)

in which 𝐹𝑖(𝜔𝑖) = 𝑖(𝜔𝑖)−
1
ℎ

[

log(𝜔𝑖 − 𝜔𝑖) + log(𝜔̄𝑖 − 𝜔𝑖)
]

is the penalized
objective function that integrates box constraints into objectives by the
17
logarithmic barrier function, in which ℎ ∈ R>0 modulates the degree
of penalization. Moreover, 𝜏𝑖 ∈ R≥0 and 𝑔 ∈ R>0 denote the time
delay and constant step sizes concerning 𝑖th generator, respectively;
𝜔̂𝑖(𝑘 ∣ 𝑘 − 𝜏𝑖) is the predictor of 𝑖th generator based on the available
information up to 𝑘 − 𝜏𝑖; 𝜃𝑖(𝑘),∀𝑖 ∈  , are i.i.d. from exponentially
decaying Laplacian noises with zero mean. Under the assumption that
penalized objectives are twice differentiable and strongly convex, the
proposed algorithm in [123] guarantees both linear convergence and
𝜖-DP of local power generation, i.e., state, over an infinite number of
iterations. Moreover, the algorithm accuracy and privacy budget were
characterized.

4.5. Discussion on trade-off

The implementation of differentially private mechanisms heavily
relies on the injection of random noises, which, however, impedes the
achievement of the desired control performance. The more noise is
injected, the more privacy is preserved, but the less performance of
the control algorithms will be achieved. Just consider two extreme
scenarios. In the first extreme scenario, where the maximal amount
of noise is injected into the shared information or no information is
shared between the agents, the privacy of the agents is strongly pre-
served. However, achieving the desired control performance becomes
impossible. Conversely, in the second extreme scenario, where no noise
is injected into the shared information, the desired control performance
is guaranteed accurately and effectively. However, the privacy of the
agents is entirely breached. Therefore, the core challenge of imple-
menting differentially private mechanisms into distributed MAS control
is how to balance the desired control performance and the privacy
protection strength.

In the context of DPC algorithms, the main trade-off involves bal-
ancing consensus accuracy and privacy protection strength or balancing
convergence speed and privacy protection strength. Specifically, in
static average consensus, this trade-off is manifested as the ability to
achieve an accurate consensus while preserving privacy. As demon-
strated in [22,82,97], the consensus accuracy is inversely proportional
to the protection level of DP. For dynamic average consensus, ac-
curate consensus can be guaranteed, as shown in [86]. However, a
lower convergence speed is associated with a higher level of privacy
protection.

The trade-off faced by DPDO algorithms is analogous to that in
DPC algorithms. This is primarily because greater noise magnitudes
yield stronger privacy protection at the expense of higher optimality
errors. Striking a balance between privacy protection and optimization
accuracy is especially challenging without parameters to weaken the
influence of noise on optimality accuracy. For instance, the results
in [118,119] showed that the level of privacy protection decreases
with the number of iterations increases, while the optimality accuracy
improves.

5. Conclusions and potential research directions

In this paper, we have surveyed the integration of DP into consensus
and distributed optimization, two interrelated and crucial research
issues in distributed MAS control. First, we have presented the typical
features and modeling of MASs from the control theory standpoint
and identified relevant research topics with an emphasis on consensus
and distributed optimization. With this knowledge at hand, we have
articulated the rationale behind incorporating differentially private
mechanisms to safeguard the privacy of distributed MAS control. Subse-
quently, we have expounded on the fundamental principles of DP and
discussed the primary challenge of striking a balance between utility
and privacy when integrating DP into distributed MAS control. With a
solid understanding of the motivations and challenges, we carried out
an in-depth investigation of the state-of-the-art techniques that have
been developed for preserving DP in both consensus and distributed



Neurocomputing 597 (2024) 127986Y. Wang et al.

C

H

optimization. Furthermore, we discussed the trade-offs involved in
implementing these privacy-preserving mechanisms.

DP plays an essential role in safeguarding privacy for consensus
and distributed MAS control. However, the corresponding techniques
in these two problems are still in their early stages of research and
warrant further investigation. We outline potential improvements on
existing results and research directions in the future as follows:

• Presence of communication imperfections: In practical scenarios,
MASs frequently encounter imperfect communication, includ-
ing time delays, packet losses, and time-varying communication
topologies, resulting from limited resources and environmental
interference. These imperfections have a significant impact on
the performance of distributed MAS control. Although a limited
number of studies have been directed toward addressing these
challenges, such as [123], there is a continued need for further
investigation to attain the desired control performance in various
practical circumstances.

• Exploration of MASs with complex dynamics: One common charac-
teristic shared by existing differential private algorithms is that
only agents with linear dynamics are considered. However, real-
world systems usually exhibit complex behaviors that cannot
be modeled by linear systems. Therefore, it would be worth
investigating the application of DP in complex and nonlinear
MAS models, taking into account various dynamic behaviors,
interactions, and uncertainties present in real-world systems.

• Integration of learning-based control: The existing DPC algorithms
were proposed by model-based methodologies. However, this ap-
proach may be inadequate when the dynamics of agents in reality
is excessively complicated to be precisely modeled or remains
completely unknown. In recent years, learning-based control,
such as reinforcement learning control and deep learning control,
has proved its potential for mitigating this limitation for the
privacy-free consensus problem by utilizing data collected from
real systems to devise a control scheme. Therefore, an intriguing
future research direction involves integrating differentially pri-
vate mechanisms into learning-based control schemes to solve the
DPC problem of MASs without precise system knowledge.

• Resilience against cyber-attacks: In addition to facing privacy
threats, the inherently distributed configuration of MASs also
exposes them to an environment susceptible to various cyber-
attacks, including but not limited to denial of service (DoS)
attacks, deception attacks, and replay attacks. Moreover, adver-
saries can exploit the information intercepted from communica-
tion channels to launch more sophisticated attacks. Therefore, it is
crucial to design a differentially private control algorithm that is
resilient against cyber-attacks in distributed MAS control. Regret-
tably, only a handful of studies, such as [67,83], have considered
(differential) privacy preservation and resilience against cyber-
attacks in the control algorithm design of MASs, indicating a need
for further research in this domain.

• Refinement and extension of differential privacy: The critical bottle-
neck of applying DP to distributed MAS control is its applicability
only to the discrete-time information stream, although some stud-
ies have attempted to apply DP to continuous-time MASs by
considering a discrete-time communication strategy [97]. Conse-
quently, refining and extending the concept of DP for continuous-
time MASs can significantly enhance its applicability and rele-
vance in dealing with diverse MAS control applications.
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